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Motivation

* Operation of MPLS networks is an error prone task
e Hard to reason about behaviour in case of failures (what-if)

* Past work focus on logical properties P-Rex [CONEXT "18]
* Quantitative aspects are also important
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Our Contribution

* Tool for dataplane verification of MPLS networks

* Behaviour of fast reroute in case of multiple failures

* Over-approximation with polynomial-time algorithm

* Analyse quantitative aspects like latency and hop-count
* Visualize results in a cross-platform GUI



MPLS Network Model

Router | ej; | Label || Priority || eour Operation
€0 00 €o ip1 1 e1 push(SQ_O)
00 eq ip1 1 e push(s10)
Ipq eo s40 1 el swap(s4l)
01 e s10 1 es3 swap(sll)
€9 02 e1 s20 1 e4 swap(s21)
SRS e sl L] €5 | SHAR(SA2)
b€ .820 12 ) €5, | SWap(s21) o push(30) :
01 03 e3 sl1 1 er pop
eq s21 1 e7 pop
e s43 1 e7 swap(s44)
€6 s21 1 e7 pop
U4 er 30 1 €6 pop
es s42 1 e swap(s43)

oo = (ep, ip1) (e1,520 0 4p;) (e4,521 0 ipq) (e7, ip1)



MPLS Network Model — Link Failure
Router | ej; | Label || Priority || eour Operation
00 €o ip1 1 e1 push(s20)
€o ip1 1 €9 push(s10)
eo s40 1 el swap(s4l)
01 e s10 1 es3 swap(sll)
I TN O S BT
e1 s41 1 es swap(s42)
el s20 2 e5 swap(s21) o push(30
03 e3 sl1 1 er pop
e4q s21 1 e7 pop
e s43 1 e7 swap(s44)
e s21 1 e7 pop
U4 er 30 1 €6 pop
es s42 1 e swap(s43)

ao = (eg, 2p1) (e1,520 0 1py) (eq,521 0 ipq) (e7, 1pq)
o1 = (ep, 1p1) (e1,5s200dpy) (e5,30 0 s21 o ipy)(es,s21 o ipy) (e7,ipy)

o2 = (ep,ip1) (e2,s100ipy) (e3,s11 o ipy) (e7,ipq)
o3 = (ep,s40 o ipy) (e1,s41 0 ipq) (es,s42 0 1pq) (eg, 543 0 ipy) (e7,s44 0 ipy)



Query Language

* Query language: (a) b (c) k
* Regular expressions

. Initial header
« D: Path of links

: Final header

* Does there exist a set of failed links F s.t. |F| < k,
where a trace satisfies (a) b (c)?



Query Language

* Examples of properties Witness traces
 Reachability: (ip) L Hyg| S [vs#. ] (ip) 0 0, O
* Waypointing: (ip) LH#yo| | #v,] T |vg# ] (ip) 1 o
* Avoid edge: (ip) LH#Hy | [N v Hus ] [vs#.] (ip) 2 01,05
« Transparency: (s40ip) [.#vy|." [vs#.]  (mpls™ smpls ip) 0 no

ao = (e, 1p1) (e1,520 0 1py) (eq,521 0 ipq) (e7, ipq)
o1 = (eg,1p1) (e1,520 0 ipy) (e5,30 0 s21 o ipy)(eq, 521 o ipq) (e7, 1pq)

02 = (eOa Zpl) (825310 © Zpl) (633511 © Zpl) (873 Zpl)
03 = (e, s40 0 ipy) (e1,s41 0 ipy) (e5,542 0 ipy) (es,s43 0 ipy) (e7,s44 0 ipy)
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Quantitative Extension

* If query is satisfied, find trace that minimizes:
* Hops
* Latency (based on a latency value per link)
* Failures
* Tunnels

 Combinations: expr ::= p|a* expr | expr, + expry
(exprq, exprs,..., expr,)

 Example: (Hops, Failures + 3 - Tunnels)



Pushdown Automata Reachability

! Cartesian product !
Finite Automata x Pushdown Full Pushdown
a, b, c Automaton Automaton l

reachable

‘ not reachable




Handling Link Failures

k E MPLS Network }
* Over-approximation of behavior under failures
* Allow k failures at each router independently
* Check soundness of witness trace [ Pushdown }
Automaton
* Inconclusive in < 1% of experiments
reachable -
Reachability

T

Algorithm

invalid ]
valid
‘ not reachable

Inconclusive [ Witness Trace } No Witness Trace




Implementation + Demo

About
Translation module Moped ———
Reduction 4 « Aalborg University

Query <smpis? p> [.#V0] ... .* [V3#] <smpis? p> 1 W e

2
*
MPLS post Eeamples
<ip> [4V0] .* [V3#.] <ip> 0
/ network \ <ip> [#V0] [N2#VIT [V3£] <ip> 1 Have a look at the

. Over- S ooa 1= pre* e e
Q | approximation 4 st e L
) uery <ip> [ ] <ip>
L Initial header:
/ = .’ ’ 2\ Route restriction: |l RS AL |
. L’ ‘ Tl’ace- PDA Final header: smpls? ip |
""" - » Weight [ ion [€ Max ink alures:
’_ reconstruction trace Our solver
/ Library
. g H Opti =
SatISerd SUCCGSSfU| "Falled Epngli:e': Mode: Reduction:
. 2 B Show all links B Top-down view
Inconclusive Network S ul Und = post* B Stow intertaces B o resls
trace <€ uccessiu n X er- ) Resu |t {/ Shortest trace specification: Drag from here:
Unsatisfied Failed | @pproximation . Erlaky oo S T
—] pl‘ e hops links
Priority Group - hops

failures
tunnels

tunnels

o
(1]
[ 1]
failures
distance

Run Validation

Result Satisfred
Query: <smpls? ip> [.#V0] ... * [V3#.] <smpls? ip> 1

Online demo: https://demo.aalwines.cs.aau.dk/ R

<s41,ip4> : [VO#V2]

<s42,ip4> : [VZ#V4]

<543, ip4> : [V4#V3]

Source code: https://github.com/DEIS-Tools/AalWiNes

“
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https://demo.aalwines.cs.aau.dk/
https://github.com/DEIS-Tools/AalWiNes

Performance Evaluation

* Real-world network with 31 routers and > 250 000 forwarding rules
 Specific queries requested by network operator

Query Moped Dual Failures
(smpls ip) [- #R6] -* [- #R4] (smpls ip) 1 9.57 0.82 41.23
(smpls ip) [- #R2] -* [- #R18] ((mpls” smpls)? ip) 1 9.29 0.86 31.76
(ip) [- #RO] -* [-#R4] {(ip) O 0.88 0.01 0.02
(|$449550] ip) [- #RO] -* [- #R5] -* [-#R1] (ip) O 1.66 0.02 0.03
(|$449550] ip) [- #RO] -* [-#R5] -* [-#R1] (ip) 1 6.08 0.05 0.06
(smpls? ip) ¥ (- smpls ip) 0 89.37 14.73 432.66

e Our solver (‘Dual’) outperforms state-of-the-art modelchecker Moped
* Acceptable overhead of quantitative analysis (‘Failures’)



Performance Evaluation

 Synthetic networks (based on Topology Z00)

* More than 5600 experiments e - .
== Moped |
—— Dual | /]
—===-Failures J ’
102_... ...... : R N : I : /I’
§ i ,é/'
g e
% 101 e et et j”“;”/—/’ ...... /)
* Quantitative analysis (‘Failures’) N I T a D
. . /-/—- - - . - -
has fewer inconclusive cases 4000 4200 4400 4600 4800 5000 5200 5400 5600

Instances ordered by verification time
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