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Backdoors and Exploits
(TS//SI//NF) Such operations involving supply-chain interdiction are some of the most M
productive operations in TAO, because they pre-position access points into hard target

RISK ASSESSMENT

networks around the world. :
! v A simple command allows the CIA to

commandeer 318 models of Cisco
switches

Bug relies on telnet protocol used by hardware on internal networks.

DAN GOODIN - 3/20/2017, 5:35 PM

(TS//ST//NF) Lgft: Intercepted packages are opened carefully; Right: A “load station
implants a beacon
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ABSTRACT

Virtual switches are a crucial component of SDN-based cloud
systems, enabling the interconnection of virtual machines in
a flexible and “software-defined” manner. This paper rai
the alarm on the security implications of virtual switches. In
particular, we show that virtual switches not only increase the
attack surface of the cloud, but virtual switch vulnerabilities
can also lead to attacks of much higher impact compared to
traditional switches.

We present a systematic security analysis and identify
four design decisions which introduce vulnerabilities. Our
findings motivate us to revisit existing threat models for SDN-
based cloud setups, and introduce a new attacker model for
SDN-based cloud systems using virtual switches.
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We demonstrate the practical relevance of our analysis
using a case study with Open vSwitch and OpenStack. Em-
ploying a fuzzing methodology, we find several exploi
vulnerabilities in Open vSwitch. Using just one vulnerabil-
ity we were able to create a worm that can compromise
hundreds of servers in a matter of minutes.

Our findings are applicable beyond virtual switches: NFV
and high-perf fast path face similar
issues. This paper also studies various mitigation techniques
and discusses how to redesign virtual switches for their inte-
gration.
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1 INTRODUCTION
Modern cloud systems such as OpenStack [7], Microsoft
Azure [26] and Google Cloud Platform [92] are designed
for pr bility, (logically) centralized network con-
trol and global visibility. These tenets also lie at the heart
of Software-defined Networking (SDN) [23, 51] which en-
ables cloud providers to efficiently utilize their resources [35],
manage their multi-tenant networks [44], and reason about
orchestration [41].

The data plane of Software-Defined Networks in the cloud
are highly virtualized [44]: Virtual switches (running on
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A New Attack in
Software-Defined Networks

Outsmarting Network Security with SDN Teleportation
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Abstract—Software-defined networking is considered a promi:
ing new paradigm, enabling more reliable and formally ver-
ifiable communication networks. However, this paper shows
that the separation of the control plane from the data plane,
which lies at the heart of Software-Defined Networks (SDNs),
introduces a new vulnerability which we call teleportation.
An attacker (e.g., a malicious switch in the data plane or
a host connected to the network) can use teleportation to
transmit information via the control plane and bypass critical
network functions in the data plane (e.g., a firewall), and to
violate security policies as well as logical and even physical
separations. This paper characterizes the design space for
teleportation attacks theoretically, and then identifies four

teleportation iques. We d -ate and discuss
how these techniques can be exploited for different attacks (e.g.,
exfiltrating confidential data at high rates), and also initiate the
discussion of possible countermeasures. Generally, and given
today’s trend toward more intent-based networking, we believe
that our findings are relevant beyond the use cases considered
in this paper.

Email: schmiste@ cs.aau.dk

Figure 1: Illustration of teleportation: Malicious switches
(with red horns) exploit the control platform for hidden
communication, possibly bypassing data plane security mech-
anisms such as a firewall.

tions, also in terms of security, through its decoupling and
consolidation of the control plane, its formally verifiable
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The Teleportation Model

1)
2)
3)

Switch to Controller
Controller to Switches
Destination Processing
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Teleportation Techniques

e Out-of-band Forwarding
e Flow (Re-)Configuration

<®__ Switch Identification >

N

Inherent to the
OpenFlow
specification
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Switch
Identification
Teleportation

A Covert Timing Channel

c ?OpenFIow

OpenFlow Handshake

Switches use the same Data Path
|dentifier (DPID) to the same
controller
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Switch Identification Teleportation

Controller
OpenFlow Messages _ (o}
... DPID=1 ... 10.0.0.10
e Hello

e Features Request Neatures

e FeaturesReply Reply

=
Switch Switch

s1 s2
10.0.0.1 10.0.0.2



Switch Identification Teleportation

OpenFlow Messages

Hello
Features Request
Features Reply

... DPID=1 ...

Controller
c1
10.0.0.10

Features
Reply

== | =
Switch Switch
s1 s2
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Switch Identification Teleportation

Controller
OpenFlow Messages Disconnect | c
10.0.0.2 — 10.0.0.10
e Hello
e Features Request | could not
e Features Reply connect with

DPID=1,
s1 sent me a “1”.

Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Covert Timing Channel

sender . _
A sending 1 sending 0
OF-established | i |
OF-disconnected idle i ;
A 2A
reciiver
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OF-established _ é?ifl\eny gi Ir-:\
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OF-disconnected idle by :
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Challenges From One Bit to Multiple Bits

e Synchronization sender - ingo
_S.eﬂ.d]ﬂg sen
© When to start? OF-established
o  Howlongtowait?
. 5 .

o  Diditstart? oy . —\ ; >

o  Whentoend? (A_) t
e Influence of the Controller X - 8chkeconn

o Load on the controller S § s

o  Controller architecture ;

o  Pathtothe controller OF-disconnected .1 : >

—
Soffse Soffset
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Challenges From One Bit to Multiple Bits

e Synchronization
o  Whentostart?

o How long to wait? Frame Structure End of Transmission
o Did it start?

> Whentoend? ) o o o I N ED BN ER ED R £
e Influence of the Controller
o Load on the controller

o  Controller architecture . SoF Bit . Data Bit

o Path to the controller
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Experimental
Evaluation
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Effect of Timing

A sending 1 sending 0
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Effect of Frame
Length (FL)
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Effect of Timing
Interval (A) and
Frame Length (FL)
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Effect of Timing
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Effect of Timing
Interval (A) and
Frame Length (FL)
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Effect of Timing
Interval (A) and
Frame Length (FL)

No load, M=64bytes, d .. .=5ms
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Effect of Delay
(] delay ) to Check
Conn Status
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Effect of Load on
the Controller

With load (20 switches trigger
Packet-Ins following a Poisson
distribution with A=1), M=64bytes,
O ¢o=2Ms and check the conn.
status at 2A/3
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Limitations,
Detection and
Mitigation

Uni-directional and no
error-correction in our prototype
System and network limitations, e.g.,
TCP connection establishment time
It is difficult to detect Teleportation
attacks as the (OpenFlow) messages
are legitimate and within the
switch-controller channel

We can deter Switch Identification
Teleportation by securing the
OpenFlow handshake

28



CVE-2018-1000155

Lack of authentication

Lack of authorization

Denial of service

Difficult to specify the outcome for a switch
ID collision at the controller in OpenFlow

Public disclosure made last week

o  http://www.openwall.com/lists/oss-security
/2018/05/09/4

o  https://www.theregister.co.uk/2018/05/10
/openflow switch auth vulnerability/

o  https://www.techrepublic.com/article/open
flow-sdn-protocol-flaw-affects-all-versions-
could-lead-to-dos-attack/

29


http://www.openwall.com/lists/oss-security/2018/05/09/4
http://www.openwall.com/lists/oss-security/2018/05/09/4
https://www.theregister.co.uk/2018/05/10/openflow_switch_auth_vulnerability/
https://www.theregister.co.uk/2018/05/10/openflow_switch_auth_vulnerability/
https://www.techrepublic.com/article/openflow-sdn-protocol-flaw-affects-all-versions-could-lead-to-dos-attack/
https://www.techrepublic.com/article/openflow-sdn-protocol-flaw-affects-all-versions-could-lead-to-dos-attack/
https://www.techrepublic.com/article/openflow-sdn-protocol-flaw-affects-all-versions-could-lead-to-dos-attack/

CVE-2018-1000155: Proposed Mitigation

e Unique TLS certificates for switches

e White-list of switch DPIDs at controllers
[Gray et al.] and the respective switches’
public-key certificate identifier

e Acontroller mechanism that verifies the
DPID announced in the OpenFlow
handshake is over the TLS connection with

the associated (DPID) certificate
o  ONOS has already patched, see
https://github.com/opennetworkinglab/ono
s/commit/f69e3e34092139600404681798
cebeefebcfabcbd
o  Other controllers to follow

30
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CVE-2018-1000155: Proposed Mitigation

Dpid 1 - TLS cert s1
Dpid 2 - TLS cert s2

Controller
c1
10.0.0.10

31



CVE-2018-1000155: Proposed Mitigation

Dpid 1 - TLS cert s1
Dpid 2 - TLS cert s2

Reply R

Controller
c1
10.0.0.10

Dpid 1 !\ Features RN
' N
4 \\
’ \\
4
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CVE-2018-1000155: Proposed Mitigation

Controller
Dpid 1 - TLS cert s1 c1
Dpid 2 - TLS cert s2 10.0.0.10

) Features
Dpid 1 LN \__ Reply

' N
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CVE-2018-1000155: Proposed Mitigation

Dpid 1 - TLS cert s1
Dpid 2 - TLS cert s2

S2 did not use
authorized dpid over
authenticated TLS
channel!

Controller
c1
10.0.0.10

Switch
s2
10.0.0.2
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Conclusion

Introduced a novel covert timing
channel in Software-Defined
Networks

A fundamental network security
requirement, isolation, can be violated
in SDNs using our covert channel

Our prototype can achieve
unidirectional throughput of 20bps
with ~90% accuracy
CVE-2018-1000155 DoS, lack of
authentication and authorization, and
covert channel in OpenFlow
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Threats of Switch Id Teleportation

Stealing private keys

MITM future traffic

Fake vpn gateway

Send control messages as part of a botnet

Surveillance

Exfiltration from air-gapped networks with same controller
Violate network isolation, fundamental requirement.

Physical isolation via disconnected data planes
Communication via controller across disconnected data planes
Why break isolation is bad?

Break in non-obvious way
o  Fundamental security property broken
o Physically separated

' D L Y I T T I R B A T |
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A More Recent Incident with Cisco

E\,‘BE)' Soluions  Blog  Press Center

Cisco Smart Install Remote Code Execution

Cisco Smart Install Remote Code Execution

Introduction

+ Application: Cisco 10
+ Vendor:

XE

« Bugs: Stack based buffer overflow

I AV:N/AC-LIAUN/C:C/

/AT (10.0)

nerability was found in

¢ code. This vulnerability enzbles an attacker to
ion. So it allows getting full control over a vulnerable

kequipment
uration and ima feature that

er0-ouch deployment
figuration and the |

for new

nimage for a new network
alocation, plac

* it on with no configuration on the device

Resol}
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Software-Defined Networks (SDN)

Logically Centralized
Control Plane, easy to
manage

Distributed Control
Plane, hard to
manage

Traditional Networks Software-Defined Networks
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Teleportation Poses Several Threats

e Bypass security mechanisms
o  Circumvent Firewalls and
Intrusion Detection
Systems

e Eavesdrop

EuroSP’17

o Modify the content of
packets in transit focused on
Out-of-band

Forwarding




Teleportation Poses Several Threats

Bypass security mechanisms
o  Circumvent Firewalls and
Intrusion Detection
Systems
Eavesdrop
o Modify the content of
packets in transit

Networking’18
focuses on Switch
Identification

EuroSP’17
focused on
Out-of-band
Forwarding

Exfiltration
o  Violate physical/logical
network isolation
o  Transmit confidential
information, e.g., RSA
private keys
Attack coordination
o  Send/Receive command
and control messages from
a Bot master
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Out-of-band Forwarding

OpenFlow Messages

e Packet-in

e Packet-out Packet-in LN Packet-out
e (Flow-mods) P N
7 N
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N
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Switch Identification Teleportation

OpenFlow Messages

e Hello
e Features Request
e FeaturesReply

Controller
c1
10.0.0.10

TCP

HandV

] ]
Switch Switch

s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Teleportation

OpenFlow Messages

e Hello
e Features Request
e FeaturesReply

Controller
(o}
10.0.0.10
Transport
Connection ;

Established -~

=

Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Teleportation

OpenFlow Messages

e Hello
e Features Request
e FeaturesReply

Controller
c1
10.0.0.10

=
Switch Switch

s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Teleportation

OpenFlow Messages

e Hello
e Features Request
e FeaturesReply

Controller
c1
10.0.0.10

=
Switch Switch

s1 s2
10.0.0.1 10.0.0.2

50



Switch Identification Te
OpenFlow Messages Tell me your
Features, e.g., ID,
e Hello Ports, etc.

e Features Request
e Features Reply

leportation
Controller
(o}
10.0.0.10
Features

Request

=

Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Teleportation

Controller
OpenFlow Messages _ (o}
... DPID=1 ... 10.0.0.10
e Hello

e Features Request Neatures

e FeaturesReply Reply

=
Switch Switch

s1 s2
10.0.0.1 10.0.0.2



Switch Identification Teleportation

OpenFlow Messages Switch from IP Conéqoller
10.0.0.1 has

; 10.0.0.10
. Hello DPID=1 ’O>

penFlow
e Features Request Connection ;
e Features Reply Established //
, Ve
/7
, 7
=
Switch Switch
s1 s2

10.0.0.1 10.0.0.2



Switch Identification Teleportation

OpenFlow Messages

Hello
Features Request
Features Reply

Controller
c1
10.0.0.10

TCP
L7 whake
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Switch Identification Teleportation

OpenFlow Messages

e Hello
e Features Request
e FeaturesReply

Controller
(o}
10.0.0.10
Transport
RndiaN Connection
R \\ Established
= =
Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Teleportation

OpenFlow Messages

Hello
Features Request
Features Reply

Controller
c1
10.0.0.10
e "\He”o
== | =
Switch Switch
s1 s2
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Switch Identification Teleportation

OpenFlow Messages

Hello
Features Request
Features Reply

Controller
c1
10.0.0.10
ol \\illo
== | =
Switch Switch
s1 s2
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Switch Identification Teleportation

OpenFlow Messages

e Hello
e Features Request
e FeaturesReply

Controller
c1
10.0.0.10

Features
Request

== | =

Switch Switch
s1 s2

10.0.0.1 10.0.0.2
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Switch Identification Teleportation

OpenFlow Messages

Hello
Features Request
Features Reply

... DPID=1 ...

Controller
c1
10.0.0.10

Features
Reply

== | =
Switch Switch
s1 s2
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Switch Identification Te

OpenFlow Messages

Hello
Features Request
Features Reply

Switch from IP
10.0.0.2 has
DPID=17!

leportation
Controller
c1
—— 10.0.0.10
= =
Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Teleportation

Controller
OpenFlow Messages Disconnect | c
10.0.0.2 — 10.0.0.10
e Hello
e Features Request | could not
e Features Reply connect with

DPID=1,
s1 sent me a “1”.

Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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OpenFlow
Handshake

Switch
(s1)

Controller
(c0)

TCP/TLS connection established

Hello

Hello

Features-request

Features-reply (DP1D=1)

OpenFlow connection established

Flow-mod

Switch
(s2)

TCP/TLS connection established

Hello

Hello

Features-request

Features-reply (DPID=2)

OpenFlow connection established

Flow-mod
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Switch
Identification
Teleportation

With ONOS

Switch

(s1)

¢ TCP Handshake >

Controller
(c0)

Switch
(s2)

TCP Handshake

OF Hello

OF Hello

¢ OF Features-request

OF Features-request

Features-reply (DPID=x)

( s1 has

DPID x

)

ld
(.

Features-reply (DPID=x)

( s2has DPID x?

Disconnect s2! j

TCP FIN

TCP FIN,ACK

[ s2 gets disconnected
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State Transition Model

Sent 0 Wait- Set-
DPID Boffset Offset- Controller OpenFlow-
DPID reached established
. OpenFlow OpenFlow
Got 1 bit denied accepted
Set- Timeout- Got-1 OpenFlow- OpenFlow-
Sent 1 Controller : : reached disconnected accepted
Wait-5,y, Wait-3elay
Delete-
Controller Delete- %gzgk eached
; : eached-
OpenFlow- Timeout- Wait-Bys OpenFlow- OpenFlow- ghtroller status check-status-
disconnected reached established disconnected timeout

Receiver

Sender
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Transition Delays

© N

10.

oA wbdpeE

&, : The time the sender takes to send a binary bit value

&, : The time the receiver takes to receive a binary bit value

&__: The time to transition from the Idle state to the OpenFlow-established state

. : The time to move from the OpenFlow-established state to OpenFlow-disconnected state
o : A timeout value the receiver waits before it sets the controller

G:f::y : The time to move from OpenFlow-established to OpenFlow-disconnected when the connection is
denied

6de|ay : A timeout value the receiver waits before it checks the OpenFlow connection status

8 i -conn - THe time the receiver takes to determine a 0 or 1 by checking the OpenFlow connection status
5, ,.=A-5_:Atimeout value the sender waits before moving from the OpenFlow-established state to
OpenFlow-disconnected

5 ,=A-5 : Atimeout value the receiver waits before moving from the OpenFlow-disconnected state to

wr

the Idle state
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Boundary Conditions
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Experiments

Measured the accuracy using
Levenshtein distance

ok wbdpe

Effect of timing interval (A)
Effect of frame length (FL)
Effect of delay in conn. Status (0
Effect of load on the controller
Effect of message length (M)

delay)
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Timing Diagram

sender ) )
A sending 1 sending 0
OF-established | WS i i
OF-disconnected L idle i S i
- Af2 20
receiver
A dof-deny . thold dchk-conn
OF-established | — i f—‘—:lr-:\
§6chk-conn E
OF-disconnected idle tholdte Twr : TWr
Toffset A2 Toffset 20
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Effect of Timing oA = ; a% T 5@@ el
Interval (A) and _ s T e [AEERRERES R R + .....

<. 601 . + -
Frame Length (FL) sl

~ 20 : . S .
No load, M=64bytes, 6offset=5m5 i ;) :1‘_0 20 %0 70 80 90 1(‘30;(.) ;i;mféolr?rtoez\'?als'?m9'so)1603‘o AI) 50 60 70 80 90100

and check the conn. status at A/2
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Effect of Timing
Interval (A) and
Frame Length (FL)

No load, M=64bytes, d .. .=5ms
and check the conn. status at A/2

sender

A sending 1 sending 0
OF-established | :
OF-disconnected Lidle S >
'i Mt
receiver
A . dof-deny i thold  &chk-conn
OF-established | —~ i —t——h
ﬁ @6chk-conn ? E \i
OF-disconnected {idle Thold Twr s wr >
Toffset A72 Toffset 2t
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Effect of Timing oA = ; a% T 5@@ el
Interval (A) and _ s T e [AEERRERES R R + .....

<. 601 . + -
Frame Length (FL) sl

~ 20 : . S .
No load, M=64bytes, 6offset=5m5 i ;) :1‘_0 20 %0 70 80 90 1(‘30;(.) ;i;mféolr?rtoez\'?als'?m9'so)1603‘o AI) 50 60 70 80 90100

and check the conn. status at A/2
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Timing Diagram

sender . .
A sending 1 sending O
OF-established J TWS i 5
OF-disconnected L idle i S i
- Af2 20
receiver
A dof-deny . thold dchk-conn
OF-established | — i f—‘—:lr-:\
OF-disconnected idle rhnlrf“:i-'-\'E ' E; Twr
Toffset A2 Toffset 20
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Timing Diagram

sender . .
A sending 1 sending O
OF-established J TWS i 5
OF-disconnected L idle i S i
- Af2 20
receiver
A dof-deny . hold dchk-conn
OF-established | Fomn i Done too soon —‘:'t:b
g (Delta/3) é
Fon | ;
OF-disconnected idle Thold FToe E; Twr
Toffset A2 Toffset 20
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Timing Diagram

sender . .
A sending 1 sending O
OF-established J TWS i 5
OF-disconnected L idle i S i
- Af2 20
receiver
A dof-deny . hold dchk-conn
OF-established | Fomn i Done later —‘:'t:b
g (2Delta/3) é
Fon | ;
OF-disconnected idle Thold FToe E; Twr
Toffset A2 Toffset 20
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OOBF Throughput



Out-of-band Forwarding Throughput
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Accuracy and Error Analysis



sender

Effect of Delay _— s

( delay ) to CheCk established |

Co n n St at u S OF-disconnected {idle : ;

receiver
A

OF-established

~ &
%conn ﬁ\
OF-disconnected L idle P / 9 \

Sof-deny _; &chk-conn

v

No load, M=64bytes, 5 . =5ms et NS s N/
and check the conn. status at A/3
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EffeCt Of Delay 100 =’ FL=14 FL=28

F=T - & =
us - T | %
to Check _ ™ ) ;
(5 delay ) 2 .,
Conn. Status |
< +
20 i
o]-——ald B .k
NO |Oad, M=64bytes, 6 =5m5 30 40 50 6 70 0 9010030 iﬁﬂseolsm?mic;loom 40 50 6 70 0 90100

of f set
and check the conn. status at A/3
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Miss Start Bit Error: nolLoad, 2.0d

Miss start bit errors (%)
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Miss Start Bit Error: nolLoad, 2/3d

Miss start bit errors (%)
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Miss Start Bit Error: withLoad, 2.0d

FL=7 FL=14 FL=28

Miss start bit errors (%)
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Miss Start Bit Error: withLoad, 2/3d
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End of Message Error: nolLoad, 2.0d

End of message errors (%)
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End of Message Error: noLoad, 2/3d

End of message errors (%)
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End of Message Error: withLoad, 2.0d

End of message errors (%)
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End of Message Error: withLoad, 2/3d
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Why TLS is Insufficient



Switch Identification Te

OpenFlow Messages

Hello
Features Request
Features Reply

Switch from IP
10.0.0.2 has
DPID=17!

leportation
Controller
c1
—— 10.0.0.10
= =
Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Te

OpenFlow Messages

Hello
Features Request
Features Reply

Switch from IP
10.0.0.1 had
DPID=1 first!

leportation
Controller
c1
—— 10.0.0.10
= =
Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Te

OpenFlow Messages

Hello
Features Request
Features Reply

leportation

Disconnect
Switch from IP
10.0.0.2!

Controller
c1

E———— 10.0.0.10

=

Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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Switch Identification Teleportation

Controller
OpenFlow Messages | could n(?t (o}
connect with 10.0.0.10

DPID=1,
s1 sent me a “1”.

e Hello
e Features Request
e FeaturesReply

Switch Switch
s1 s2
10.0.0.1 10.0.0.2
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