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Teaser: Can we verify reachability under k failures
without trying exponentially many options?

Yes. MUCH FASTER!
An Automata-Theoretic
Approach.
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Configuring Networks is Hard...

Datacenter, enterprise, carrier networks: mission-critical infrastructures.
But even techsavvy companies struggle to provide reliable operations.

o We discovered a misconfiguration on this
It u pair of switches that caused what's called a
“bridge loop” in the network.
SOCIAL CODING

A network change was [...] executed

incorrectly [...] more “stuck” volumes and a m a zo n

added more requests to the re-mirroring storm .
webservices

Go D a d d Service outage was due to a series of internal
COM) network events that corrupted router data tables

Experienced a network connectivity issue [...]
interrupted the airline's flight departures,
airport processing and reservations systems

Credits: Nate Foster



... Especially Under Failures

Example: BGP in

Credits: Beckett et al. (SIGCOMM 2016): Bridging Network-
wide Objectives and Device-level Configurations.



... Especially Under Failures

Cluster with

services that
should be globally ™\ Aewed b
reachable. /

Cluster with services
that should be
accessible only

internally.
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Credits: Beckett et al. (SIGCOMM 2016): Bridging Network-
wide Objectives and Device-level Configurations.



X and Y announce to
Internet what is from G*
(prefix).

X and Y block what is
from P*.

X Y
m

Credits: Beckett et al. (SIGCOMM 2016): Bridging Network-
wide Objectives and Device-level Configurations.



X and Y announce to
Internet what is from G*
(prefix).

X and Y block what is
from P*.

Datacenter

Credits: Beckett et al. (SIGCOMM 2016): Bridging Network-
wide Objectives and Device-level Configurations.



X and Y announce to
Internet what is from G*
(prefix).

X and Y block what is
from P*.

If link (G,X) fails and traffic from G is rerouted
via Y and C to X: X announces (does not block)
G and H as it comes from C. (Note: BGP.)
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Credits: Beckett et al. (SIGCOMM 2016): Bridging Network-
wide Objectives and Device-level Configurations.



Network Administration Today

* Many forwarding tables with many rules,
distributed across network

e Sysadmin responsible for:

e Reachability: Can traffic from ingress port
A reach egress port B?

* Loop-freedom: Are the routes implied by
the forwarding rules loop-free?

* Non-reachability: Is it ensured that traffic
originating from A never reaches B?

* Waypoint ensurance: Is it ensured that
traffic from A to B is always routed via a
node C (e.g., a firewall)?




Network Administration Today

* Many forwarding tables with many rules,
distributed across network

e Sysadmin responsible for:

e Reachability: Can traffic from ingress port
A reach egress port B?

* Loop-freedom: Are the routes implied by
the forwarding rules loop-free?

* Non-reachability: Is it ensured that traffic
originating from A never reaches B?

* Waypoint ensurance: Is it ensured that
traffic from A to B is always routed via a
node C (e.g., a firewall)?




Network Administration Today

\

* Many forwarding tables with many rules,
distributed across network

e Sysadmin responsible for:
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Network Administration Today

* Many forwarding tables with many rules,
distributed across network

k failures =

(Z) possibilities

e Sysadmin responsible for:

e Reachability: Can traffic from ingress port

A reach egress port B?
* Loop-freedom: Are the routes implied by
the forwarding rules loop-free?
, ==
G_-. * Non-reachability: Is it ensured that traffic
— originating from A never reaches B?
C * Waypoint ensurance: Is it ensured that

traffic from A to B is always routed via a
node C (e.g., a firewall)?

... even under (multiple) failures!



The Good News

* Networks are becoming more programmable and
logically centralized, have open interfaces, ...

e ... are based on formal foundations...

e ... researchers develop high-level specification
languages such as NetKAT.

Enables a more automated network operation and verification!



The Bad News

* For many traditional networks (still predominant!),
such benefits are not available yet

* Many existing tools cannot deal with failures
e Super-polynomial runtime, verification PSPACE-hard

* Other limitations: e.g., fixed header size



Tractability of Verification

Reachability is undecidable in SDN:
Can emulate a Turing machine.

Self-loop: could be
replaced by “dummy
switch”.



Tractability of Verification

\n. SDN:

Idea: packet header stores
Turing machine configuration
(tape, head, state).

out




Tractability of Verification

Reachability is undecidable in SDN:
Can emulate a Turing machine.

in’ out’
O
—p ()

Switch action: each time packet
arrives, performs one Turing
machine step and updates header.



Tractability of Verification

Reachability is undecidable in SDN:
Can emulate a Turing machine.

Only if accept or reject,
forwarded to out. Is it ever
reached?
Undecidable!




Our Contribution

Polynomial-Time What-if Analysis
for Prefix Rewriting Networks



Our Contribution

Independently of the
number of failures! No need
to try combinations.

O
OO OC>
Polynomial-Time What-if Analysis

for Prefix Rewriting Networks
0

e.g., MPLS networks or
Segment Routing networks

Support arbitrary header sizes!

Reachability, loop-
freedom,
waypointing, etc.!




MPLS Networks

* MPLS: forwarding based on top label of label stack

i 10
'”1 11

\ 20 21 12
V) ey Vo mpy V3 mmmlp V, =P OUT,

T 4
M2 ‘/l T ‘ Default routing of



MPLS Networks

. m , label of label stack
||’]:l Q 10 % 11 7'.

A v1—> v2—21> Vs |=p’ Vy =p OUL,

in. v
N, ‘/l T \ Default routing of

Ve » Vg —— V; —— Vg = OUL, two flows
o)



MPLS Networks

* MPLS: forwarding based on top label of label stack

ut,

Default routing of
=p Out, two flows

Vo —— Vg —— V7 ——



MPLS Networks: 1 Failure

* MPLS: forwarding based on top label of label stack

I 10 11
N,

\ 20 21 12
V) ey Vo mpy V3 mmmlp V, =P OUT,

in_ oW ) Default routing of
" A/l T \ two flows

Vg —— Vg —— V; —— Vg -}OUtZ
* For failover: push and pop label

'Y . :
Vi m—pp V, V3wl Vg = OUT, One failure: push 30:

R
0021 21 route around (v,,v;)

Ve —— Vo mmp V; —— Vg =P OUL,

in,



MPLS Networks: 1 Failure

* MPLS: forwarding based on top label of label stack
inl 10 11

\ 20 21 12
V) ey Vo mpy V3 mmmlp V, =P OUT,

in, T ‘ Default routing of
two flows

If (v,,v5) failed,
push 30 and

i.—ver: push and pop label

One failure: push 30:
route around (v,,v;)



MPLS Networks: 1 Failure

* MPLS: forwarding based on top label of label stack

™ g, 2 .
V) mp Vo sy V3 memlp V,; =P OUTL, |
N, ~ T 22 Default routing of
\ two flows
pus{ What about multiple link failures?

One failure: push 30:
route around (v,,v;)



MPLS Networks: 2 Failures

|n1 10 11

~\ 20 21 12
V) . Vo mmpy V3w V, =P OUT;

in, od ‘/l T ‘ Original Routing

in, 10 11

\ 20 21 12
Vy == V) | V3 =P Vy = OUlL, 6 failure: push 30:

inzl 30(11 11 22
30121 21 \ route around (V2,V3)

Ve —— v63—1|11> V; —— Vg =P OUt,
" b3 >0
n 2 180 - Two failures:
. V) X V3 =P Vg =P OUL;  first push 30: route
IN o 22
2  40|30|11 °

Ve mp Vo mp V Vg =9 OUL, Push recursively 40:

ol e route around (v,,Vg)
30|21



MPLS Networks: 2 Failures

|n1 10 11

~\ 20 21 12
V) . Vo mmpy V3w V, =P OUT;

in, od ‘/l T ‘ Original Routing

i”1 10 11
'Y 21
Vq — Ve Vs _V Vg = OUty  Ope failure: push 30:

inz A 30|11 11
30121 21
V5 — > V6 # V7 — V
31|11
joTE
in 10 1400
21
- s —V :
N o, o
2 33;;3;;% 1\ around (v,,v,)

Vs mup Vg ey Vo Vg z out, Push recursively 40:

ol e route around (v,,Vg)
30|21

But masking links one-by-
one can be inefficient:
(v5,V3,Vg) could be shortcut
’Eo (V4,Vg).



MPLS Networks: 2 Failures

in 10 11
1\ 20 21 12
. IV1_> V, el V3 mmlp V, =P OUL,
In, ] ! Y‘ Original Routing
More efficient but also more complex!
in, How complex?

. gy 1 R 1S —'_"_'V””‘l One failure: push 30:
In, 30111 11
30121 21
Vg — Vg 3—1”1} V, —— V
in 10 1400
21
. Vo X/ V3 —P : route
IN o 22 0
2  40|30|11 °
40|30|2A 1\ around (v,,v;)

Vs mup Vg ey Vo Vg : out, Push recursively 40:

ol e route around (v,,Vg)
30|21

But masking links one-by-
one can be inefficient:
(v5,V3,Vg) could be shortcut
’Eo (V4,Vg).



Forwarding Tables for Our Example

FT [n-1 [n-Label | Out-I op
Tu, ing 1 (vi,v9) | push(10)
ing 1 (vy,v9) | push(20)
Tug (v1,v2) 10 (v2,v3) | swap(11) Protected Alternative
(v1,v9) 20 (v9,v3) | swap(21) link link
Tus (v2,v3) 11 (v3,v4) | swap(12)
(v2,v3) 21 (v3,vs) | swap(22) .
(v7, v3) I (vg,vq) | swap(12) local FFT | Out-I | In-Label | Out-I op
(v7 1;3) 21 (133~’1-‘8) Swa-p(QQ] Tug (v2,v3) 11 (va,ve) | push(30)
Tus (v3,vy) 12 outy pop (vg,v3) 21 (ve,ve) | push(30)
Tos (va, ’l.-‘[,j 40 (vs, ?-’G) pop (vg, vg) 30 (vg,v5) | push(40)
Tog (va, ,l_,ﬁ) 30 (ve, ’l-‘?) S'wa-p(31) global FFT Out-I In-Label Out-I op
(v5., vg) 30 (vg,v7) | swap(31) o ( ) il (v2, vg) ““’(Lp((jl)
(USJ-’Gj 61 (UB,'I-‘?) swa-p(G?) (vg.v3) 21 (va,vg) | swap(71)
- / (v2, vg) 61 (ve,vs) | push(40)
(i‘_.'_f,,’l.-‘ﬁj 71 (?_,‘5,’1.-‘?) Sﬂ’&p(??j ( , ) 71 ( '3’5) pubh (40)
T (vg, v7) 31 (v7,v3) pop
(ve, v7) 62 (vr,v3) | swap(11) .
(vevr) | 72| (vr,08) | swap(22) Failover Tables
Tog (v3, vs) 22 outo pop
(v7,vg) 22 outo pop

Flow Table



Polynomial-Time Verification:
An Automata-Theoretic Approach

in
1 ‘ 12
f Vl» VZ» V; . V, -’outl
n L
2 - ‘}‘ | 22
" ¥
Vg = Vg = Vg » Vg =P OUt,
local FFT Out-1 | In-Label | Out-l op
To (va, v3) 11 (v2.v6) | push(30)
( ) 21 (v, v6) | push(30)
(ve,vg) 30 (ve,vs) | push(40)
global FFT | Out-l1 | In-Label | Out-1 op
T (vg,v3) 11 va, vg) | swap(6l)
21 (ve,vg) | swap(T1l)
61 (va,v5) | push(40)
71 (ve,vs) | push(40)

MPLS configurations,
Segment Routing etc.

Compilation

pX = gXX
pX = q¥X
qY = rYY
rY=r
rX = pX

Interpretation

Pushdown
Automaton and Prefix
Rewriting Systems
Theory



Out-1

12
i V) ey V; | V3wl Vy mp OUL,
N, == I 22
Vg = Vg = Vg » Vg =P OUt,
In-Label P

\va,t

(g,

local FFT Out-1

(2. v

=)
3)
)

30

U2, Ug)

0]
push(30)
push(30)

vs) | push(40)

global FFT | Out-1 | In-Label op
T (v2,v3) 11 ( 6) ap(61)
(vg.v3) 21 (v2,vg) ip(7T1)
(v2.v6) 61 (va,v5) | push(40)
(vg,vg) 71 (ve,vs) | push(40)

MPLS configurations,
Segment Routing etc.

Use cases: Sysadmin issues queries
to test certain properties, or do it
on a regular basis automatically!

Compilation

O

Interpretation

pX = gXX

pX = q¥X

qY = rYY
rY=r
rX = pX

Pushdown
Automaton and Prefix
Rewriting Systems
Theory



e e Blacklisted:
Interface Connectivity Problem 5
Oo

Questions with Answers in
Polynomial Time

Can a packet arriving at interface A with
label-stack header h reach an interface

B?
] ) Push/pop/
Does the route avoid a given set of e

Oo
nodes?

Will the packet always traverse a given
waypoint?

What subset of headers guarantees that
a given interface is not reachable under
at most k link failures?

C: with firewall

Label stack:
5/12/4

Waypoint:
use!

‘dy

And everything for up to k failures!



Questions with Answers in

Polynomial Time

Transparency
e MPLS: transit networks!

* Will a packet with empty label-
stack arriving at ingress interface
A always leave at egress interface
B also with the empty label-stack?

* Also under k failures?

Cyclic and repeated routing

* Will some server receive a given
packet more than r-times during
the routing?

* What is the max stack size during
the routing?

* Under failures as well...

Label stack:

A

Label stack:

Label stack:




Our Approach

The clue: exploit the specific structure of MPLS rules

* OpenFlow rules: arbitrary rewriting

inxL*— outxL*

vs Header size
not fixed!
O

. O
e (Simplified) MPLS rules: prefix rewriting
FT:in x L = out x OP, where OP = {swap,push,pop}
FFT: out x L = out x OP, where OP = {swap,push,pop}



A Network Model

* A general network
- mterface

(V E. L, 1o A, L, 5F

Set of labels in
Incoming packet header
interface



A Network Model

* A general network

N =V, E, ", 17", Ay, L, 6, )

Interface
function

/Interface function: maps outgoing interface to next hop\
node and incoming interface to previous hop node

Ayt MUY — V

kThat is: (A\y(in),v) € E and (v, A, (out)) € E /




A Network Model

* A general network

N =V, E, ", 17", Ay, L, 6, )

0

Routing
function

/Routing function: for each set of failed linksF C E, the )
routing function

§F « I x [* — oU™xL")
defines, for all incoming interfaces and packet headers,
\outgoing interfaces together with modified headers. /




Routing in Network

@cket routing sequence can be represented using tuples: \

forwards s .. given that these
w live next hop Ilnks are down.

’U@, Zn’w h’Lv OUt’La h%—l—la

Node .. packet w
recelves W|th header... /

e Packet routing is then (in)finite sequence of tuples

(Ula inl,hl, Out17h27F1)7

(U27 ?17’32, h23 OUt27 h?n FQ):



MPLS Network Model

* MPLS supports three operations on header sequences:

Op = {swap(l) | £ € L} U {push(f) | ¢ € L} U{pop}
* The local routing table can then be defined as

Ty o I X (LU{L}) = IJ" x Op

O @)

Interface + Maps to next hop
label and operation

* Local link protection function suggests backup interface
Tyt 10" x (LU{L}) < I°*" x Op

o° o) O
push



MPLS Pushdown Prefix Rewriting System

* Prefix rewriting system is set of rewriting rules R € I'" x I

* We write v — w for (v,w) € R generates a transition system
Gr = (I'*,—g) suchthat vt —-p wt ifft € IT'*

O
Replace prefix

* Prefix rewriting system is called pushdown system if

lv] =2 and1 < |w| < 3 forall(v,w) € R
& ke

Second symbol of v: First symbol of v and w: W ‘ — 1 po p
top of stack label. control state of
pushdown system. W ‘ — 2 SWa p

— h
w)| 3 pusj

-




MPLS Pushdown Prefix Rewriting System

* Control states: (v,in) and (v, out,i)

O
. e How many times have we tried to
Node and incoming link y i
reroute at this node already?

* Labels: stack symbols and | at bottom

* Packet with header harriving at interface in at v
represented as pushdown configuration: (v, in)h_L

* Packet to be forwarded at node v to outgoing interface out
represented by configuration: (v, out,i)hL



Example Rules:
Regular Forwarding on Top-Most Label

Push:
(@)

(v, in)l — (v, out, O)E;E if 7,(in, ) = (out, push(£"))

Swap:

o

(v, in)l — (v, out,O)f’ooif T (in, £) = (out, swap ("))

Pop:

e)

(v, i)l — (v, out,0) if 7,(in,¥) = (out, pop)



Example Failover Rules

Emumerate all
Failover-Push: e
(v, out, i) — (v, out’,i + 1)¢'¢ for every 7, 0 < i < k,
where 7, (out,?) = (out’, push(¢"))
Failover-Swap:
(v, out, i)l — (v, out’,i + 1)¢ for every i, 0 < i < k,
where 7, (out, ) = (out’, swap(l")),
Failover-Pop:

(v, out, i)l — (v,out’,i + 1) for every i, 0 < i < k,
where 7, (out,f) = (out’, pop).

Example rewriting sequence:

(v1,inq)hi L — (vi, out,0)hL — (v, out’, 1)h' L — (v1, out”, 2 h”J_—>

O
- Try first Try second
backup backup



Why Polynomial Time?!

* Arbitrary number k of failures:
How can | avoid checking all (})

many options?!

\w} k failures = @

= (Z) possibilities

e Even if we reduce to push-down
automaton: simple operations
such as emptiness testing or
intersection on Push-Down
Automata (PDA) is
computationally non-trivial and
sometimes even undecidable!
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Why Polynomial Time?!

 Arbitrary number k of failures:
How can | avoid checking all ()

many options?!

wa k failures = [@

TN (Z) possibilities

e Even if we reduce to push-down

OO automaton: simple operations
such as emptiness testing or
intersection on Push-Down

_ Automata (PDA) is

computationally non-trivial and

sometimes even undecidable!

The Clue: this is not how
we will use the PDA!

The words in our language are sequences of pushdown
stack symbols, not the labels of transitions.




Time for Automata Theory!

* Classic result by Biichi 1964: the set of all
reachable configurations of a pushdown
automaton a is regular set

* Hence, we can operate only on
Nondeterministic Finite Automata (NFAs)
when reasoning about the pushdown
automata

Julius Richard Buchi
1924-1984
Swiss logician
* The resulting regular operations are all

polynomial time

* Important result of model checking



Preliminary Query Language: Example

Question: Beginning with an empty Output: Yes and witness
header [], can we get from s1 to s7 in any trace (excerpt)
number of steps, and end with an empty
5. +°°
header []? &
--- START ---
e
e simstart (path_counter=0)
ooO <_e>
Query: []51 >SS 57[] si_ii (path_counter=0)
° _e
/O s1_il (path_counter=0)
<_e>
s1_s2_0 (path_counter=0)
@ <_10 _e>
s1_s2_0 (path_counter=1)
<_ 10 _e>

s7_i1_0 (path_counter=2)

<_e>
@ _— @ @ — simend (path_counter=0)

<_e>

destroy_0
<_e>
destroy_1

<_e>
- < e> 200

[ target reached ]




Example 2: Traversal Testing

Traversal test: Can traffic starting with [] go through s3, under up to k=1 failures?

T Query: k=1 o[] s1>>s3>>s7]]
H—
YES!

o pop

s2 s3 s/

¢ Sl 5>
1 s4 s6 s8



Example 3: Traversal with 2 Failures

Traversal test with k=2: Can traffic go through s5, under up to k=2 failures?

T . Query: k=2 [] s1 >> s5 >> s7 []

YES!

¥ 4
O
75
¥ 4

S1 s4 sé s8



Example 4: Transparency Violation

Transparency with k=3: Can transparency be violated under up to k=3 failures?

s

1

s5

sé

s/

s8

o

Query: k=3 [] s1 >> s7 [+]

YES!

Root cause is a
misconfiguration in
s5, causing it to swap
to 11 instead of
popping when doing
the failover on s5-s4.



Preliminary Tool

Inputs

Topolog Routing
ey definition definition

Part 1: Parses query
and constructs Push-
Down System (PDS)

* |n Python 3

Combined PDS

Constructing Network Matching
PDS >  pDs >  pps

Y

To Moped
Write Moped
PDS format
In

A 4

Reachability from Moped

Part 2: Reachability
analysis of Col

constructed PDS ‘

* Using Moped tool 3 .

query processing flow




Total execution time [s]

Preliminary Evaluation

For small queries fast: 1000s of links, within seconds

=)

ot

PDS transitions

30
30
30
30
30
30

10658
16890
29930

56010
162170 70005
212490 0%

Links Switches Network size Build Verify Total Query size
104 36 140 0.35 0327 0.677
224 72 296 0.531  0.365 0.896
464 144 608  0.939 0.43 1.369
944 288 1232 1.742  0.654 2.396
1904 576 2480 3.342  0.993  4.335
3824 1152 4976 6.734 1.789  8.523
# failures
affects
performance
only linearly!
Bottleneck are
0 2 4 6 8
k

large queries

Verification time [s]

10000

100

0.01

—e— Short query /0
Medium-1 query ‘/
—e— Medium-2 query yd
—+—  Long query ¥
d
/
/. . >0 -
s
///
,.,-"'/
./,...«"/
v« _—
JE— |
100 1000

Network size




Summary

* Polynomial-time verification of MPLS reachability and policy-
related properties like waypointing
* For arbitrary number of failures (up to linear in n)!
e Supports arbitrary header sizes (,,infinite”)
 Also allows to compute headers which do (not) fulfill a property
* Allows to support a constant number of stateful nodes as well
* Extends to Segment Routing networks based on MPLS (SR-MPLS)

* Leveraging theory from Prefix Rewriting Systems and Buichi‘s
classic result



Future Work

e Other networks and properties which can be verified in
polynomial time?

* Good tradeoff expressiveness vs polynomial-time
verifiability?

* We're looking for industrial case studies and collaborations

Thank you! Questions?
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https://net.t-labs.tu-berlin.de/~stefan/infocom18prefixnet.pdf
https://net.t-labs.tu-berlin.de/~stefan/opodis16.pdf
https://net.t-labs.tu-berlin.de/~stefan/gi18.pdf
https://net.t-labs.tu-berlin.de/~stefan/ccr18failover.pdf

