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1. SDN: Designing more dependable computer networks

SDN Data Plane

 Reduced switch  complexity, from “hard-coded” logic to software 
=> manufacturer independence, faster innovations

Opportunities for designing more dependable computer networks:

 Switches: cheap, “dumb”, only forwarding devices 
=> exchangeable, easier to secure

 Formal reasoning about the function provided by the network and its 
correctness 
=> a crucial prerequisite of any reliable network

BUT still:

 SDN security critically depends on the correctness of the hardware
=> requires reliable switches
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2. Problem: Relying on untrusted networking hardware

Source: http://blogs.cisco.com/security/evolution-of-attacks-on-cisco-ios-devices
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2. Problem: Relying on untrusted networking hardware

Source: http://websec.ca/advisories/view/Huawei-web-backdoor-and-remote-access
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2. Problem: Relying on untrusted networking hardware

Source: http://forums.juniper.net/t5/Security-Incident-Response/Important-Announcement-about-ScreenOS/ba-p/285554
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2. Problem: Relying on untrusted networking hardware

Source: 
https://www.redteam-pentesting.de/de/advisories/rt-sa-2015-003/-alcatel-lucent-omniswitch-web-interface-weak-session-id



© Fraunhofer 8

2. Problem: Relying on untrusted networking hardware

Datacenter Scenario with fat tree topology
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2. Problem: Relying on untrusted networking hardware

Crypto Transport Scenario
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3. Attacker model: Bounded-collusion stealthy adversary

Adversarial switch may perform the following attacks:

 Rerouting

 Mirroring

 Packet Modification

 Stealthy Denial-of-Service (DoS)
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4. Robust Combiners

 Inspired by the robust combiner concept known from cryptography
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5. NetCo approach

 Constructions allowing to detect malicious behaviour and prevent it

Only for exemplification: Unidirectional schematic representation
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5. NetCo approach

Exemplification: Port-centric bidirectional schematic representation
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5. NetCo approach
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5. NetCo approach
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6. Performance

 Linespeed: The simplest abstraction of our testing topology features 
only h1, s1, r3, s2 and h2. A benchmark for the ideal performance, which 
informs our expectations.

 Central3: The full prototype implementation, featuring k = 3 test 
routers.

 Central5: The full prototype implementation, featuring k = 5 test 
routers.

 POX3: A reference implementation of NetCo as a SDN application 
running on the POX controller 

 Dup3: Nodes s1 and s2 act as hubs, duplicate packets are not removed. 
Three test routers are put in a parallel circuit.

 Dup5: Nodes s1 and s2 act as hubs, duplicate packets are not removed. 
Five test routers are put in a parallel circuit.
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6. Performance

TCP throughput                                        UDP throughput
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7. Conclusion: Four examples reloaded

 CISCO

 Huawei

 Juniper

 Alcatel-Lucent
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7. Conclusion: Reliable routing on unreliable networks

 Detection and prevention: bounded-collusion stealthy adversary 

 Prototype: Very early stage of NetCo

 Robust combiner concept: create efficient, low-cost yet resilient 
networks, from untrusted network devices
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