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Motivation

e Network speeds >> CPU speeds
e Scaling software rate limiting is challenging
= ... especially enforcing a global rate limit on a network interface
e Existing qdiscs in the kernel cannot keep up with network speeds
= ...and do notscale
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Motivation (cont.)

e Asolution like EDT-BPF is great for rate limiting flow aggregates on end hosts
= ... butfalls shortin enforcing a global rate limit
= builds a virtual FIFO across queues
= negative effects on latencies
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We present: mg-cake

e Multi-queue compatible variant of sch_cake
e Enforce high rate limits while keeping queues smart



Outline

e Design
e Evaluation
e Qutlook



Design



Architecture
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Four hardware queues, mg-cake instances connected via linked list



Algorithm

e Everyinstance loops over linked list in certain intervals

= Interval called synctime
e Determine if other mg-cake instances are active
e Calculate new local rate:

rate global
# active qdiscs

ratelocal —



Active gdisc

e Aqdiscis considered active if:
= packets are backlogged, or
» packets were sent since last scan



Evaluation



Rate Conformance
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Deviation
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Scaling
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Latencies
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Current Limitations



Impact of synchronisation time

"
o, —T
O Rate Limit (Mbps)
E 2400 2000
% 2200
aa
g
= 2000
g
< w9
T T T T Q! i
B 4.8 4.9 5.0 5.1 CP_%
Time (s) = 18-
&
& 16
g
O L Synctime (ps)
— M ——0 —— 10
E 5000 Rate Limit (Mbps) < —e— ] —h— 5()
= 2000 — 121 | | | | | | ,
o 4000 5 10 15 2 25 30 35 40
+ Number of Tx Queues
o
— 3000
2
)
22000 - . .
2 | | | | Overhead of different sync times
48 49 50 51 52 53 54
Time (s)

Sync time of 100 us (top) and 100 ms



Imbalances
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Outlook



Future Work

Tackle imbalance issue

Mitigate overshoot during switching events
Test under real-world conditions
Automatically determine best synctime value



Upstreaming Plans

Current implementation:

e sch_cake walks gdisc tree
e build data structure across sibling qdiscs

I”

For upstreaming, we propose a “shared qdisc state AP



Shared qdisc state API

struct qdisc_skb_head {
spinlock_t lock;

struct Qdisc {
int (*enqueue) (struct sk_buff *skb,
struct Qdisc *sch,
struct Qdisc {
struct gnet_stats_queue _ percpu *cpu_gstats;
int pad;
refcount_t refcnt;

/~k
* For performance sake on SMP, we put highly modified fields at the end
=)
struct Qdisc_ops {
const struct Qdisc_class_ops *cl_ops;
char id[IFNAMSIZ];
int priv_size;

unsigned int static_flags;

int (*enqueue) (stxuct sk _buff *skb,
struct Qdisc_ops {
u32 (*ingress_block_get) (struct Qdisc *sch);
(*egress_block_get) (struct Qdisc *sch);

struct module




Shared qgdisc state API (cont.)

static int mg_graft(struct Qdisc *sch, unsigned long cl, struct Qdisc *new,
struct netdev_queue *dev_queue = mq_queue_get(sch, cl);
struct tc_mqg_gopt_offload graft_offload;
struct net_device *dev = qgdisc_dev(sch);

static int mg_graft(struct Qdisc *sch, unsigned long cl, struct Qdisc *new,
*0ld = dev_graft_qdisc(dev_queue, new);
if (new)
new->flags |= TCQ_F_ONETXQUEUE | TCQ_F_NOPARENT;

if (dev->flags & IFF_UP)
dev_activate(dev);

Full patch:
https://git.kernel.org/toke/l/mqg-cake-api-experiments


https://git.kernel.org/toke/l/mq-cake-api-experiments

Questions?



