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NFV+SDN: Ua@Qr&attime to be aresearcher

Rhone and Arve Rivers,
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Credits George Varghese.



Why Flexibilities? Changing Requirements

=

Microservicesleployed using containers introducepid changes
In traffic workloads

W Augmented reality requiresealtime responsiveness

W loTsignificantly increases thé connected devices

W Datacenter traffic isjrowing(but has structure and isparse:
Jupiterrising@ SIGCOMM 2015 Heatmapof rackto-racktraffic ProjecToR® SIGCOMM 2016
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Credits Why (and How) Networks Should RTimemselvesNickFeamsteiand JennifeRexford



Big Challenge: Dependability & Complexity

Datacenter enterprise, carrier networkisave becomenissioncritical infrastructurd
Buteventechsavvycompanies struggle to provide relialidperations.

o We discovered a misconfiguration on this
glt u pair of switches that causedAwhat'sA called a
SOCIAL CODING doridgeloog AY UKS Y SUg2ZNJ o
I ySig2N)] Oekcyt@lS o &  wX86

incorrectywo X 8 Y2 NB aaiddzOl € amaz@n |

added more request® there-mirroring

storm webservices

Service outage was due to a series of internal

%GO Daddy network events thatorrupted router datdables
ol
9ELISNASYOSR I ySiag2N] Hz-ﬂffé)dx
interrupted the airline's flight departures SN
airport processing and reservations systems q e ]‘l i nes p

Credits Nate Foster



BigChallenge: Debugging and Tools

The Wall StreeBankAnecdote

v

W of aWall Street investmenbank: lost
revenue measured iblSD 16/ min!

W Quickly, assembled

The compute teamquickly The storage team: The networking teamAll the
came armed with similarly equipped, networking team had weré
, showing showing which file

the applications failed, and had were [ping andtraceroutd to merely
already to affected, and already \
reproduce and isolate the progressing Neither tool could reveal problems
error, along with candidate s with the ; the

experienced by individual packets,

the failure. or provide any means to create

experiments to identify, quarantine
and resolve the problem.

Source: «The 2 NXfaBt€tandnostprogrammablenetworks»
White PapeBarefootNetworks



Security: New Threat Models

W Internet-of-Things, e.g., DDoS Fall 2016
W & . I-lgR 2 yhScker camergsetc.
W Biggest Internet attack ever: >5@bps

W Untrusted hardware

V Attackers repeatedlgompromised routers
Compromised routers areaded underground
Network vendors lefbackdoorsopen

==

National security agencies can bug network
equipment (e.g.hardware backdoorsSnowden
leaks)

W Hacked wireless/cellular equipment
W Insecurefemto cells

W Rogueaccess points



Security: New Threat Models

W Internet-of-Things, e.g., DDoS Fall 2016
W & . I-lgR 2 yhScker camergsetc.
W Biggest Internet attack ever: >5@bps

W Untrusted hardware

V Attackers repeatedlgompromised routers
Compromised routers areaded underground
Network vendors lefbackdoorsopen

Natio How to build a secure networkrk

equig over insecure hardware?! 'den
leaks)

W Hacked wireless/cellular equipment %
W Insecurefemto cells
W Rogueaccess points

==




Big Challenge: Efficient Resource Utilization

W Wirelessinfrastructurenot usedvery efficientlytoday

W E.g.WiFi hugedemandsupplymismatch(e.g., home networks):

~
" ¢ A devicecanaccess
Millonsofaccess | [y t: only throughavery
plellass smallpercentage
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Solution:virtualization multi-tenancy, etc.? J
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Big Challenge: Efficient Resource Utilization
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Furtherreading

V’v OpenSDWNProgrammaticControloverHome and Enterpris@/iFi kS)'

Julius SchuiZander, Carlos Mayer, Bogd@robotary Stefan Schmid, and
Anja Feldmann.

ACMSigcomnBymposium on SDN ResearSWGR Santa Clara, California,
USA, June 2015.

SecuSpoftTowardCloudAssistedSecure MultiTenantWiFiHotSpot

Infrastructures

JuliusSchulzZander, Raphadlisicki Stefan Schmid, and Anja Feldmann.
ACMCOoNEXWorkshop on Cloud\ssistedNetworking CAN, Irvine,
California, USA, December 2016
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Solution:virtualization multi-tenancy, etc.? J



https://net.t-labs.tu-berlin.de/~stefan/sosr15.pdf
https://net.t-labs.tu-berlin.de/~stefan/can16.pdf

BigChallenges: Sharing arteledictablePerformance

@, Tenant1

%7,

Flexible Resource Sharing and (Performance) Isolation
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BigChallenges: Sharing arteledictablePerformance

'@, Tenant 1
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Embedding
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Slowinnovation: Innovationspeeddependson hardwarelife-
cyclesimpossibleto tailor to specificneeds

Traffic Engineering (TE3fficientuseof WANInfrastructure
throughmore direct andfine-grainedcontrol of traffic (e.g.,
beyondshortestpaths destinationbasedrouting)

Failover:failoverviacontrol planeis slow, especiallyf control
planeisdecentralizedreconvegencdime)

Cost specialpurposehardwareexpensive \ =4 @,
C.ACM 5‘8 b,

3/2016 E¢ &
A Purpose-Built Global Network: Google's Move to SDN




(SDN/NFV Opportunitiefrogrammabillity, (logical
centralization and virtualization (muitenancy).

\_

Some (often read) claims:

W Simpler

WMore flexible
WAutomaticallyverifiable
WAndhencemore securé
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(SDN/NFV Opportunitiefrogrammabillity, (logical

centralization and virtualization (mutenancy).

Some (often read) claims:

WSimple -
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centralization and virtualization (muitenancy).

(SDN/NFV OpportunitieProgrammability, (Iogica?

\_

Some (often read) claims:

WSimpler  Realy?

WMore flexible Algorithms? Avoid instabilities!
WAutomaticallyverifiable ~ Complexiy of this?
WANdhencemoresecure®  New threats?




A Mental Model for This Talk
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[ S @ialR about opportunities!

Opportunity. centralization

Control Control
Programs Programs




Example: Adversarial Trajectory Sampling

TrajectorySampling
W Method to infer packetroutes

W Lowoverheaddirectand
passivemeasurement

Principle Samplesubsetof
packetsconsistentlye.g.,
hashoverimmutablefields)

A

Packets sampled either at
all or no location!

not \

sampled

sampled



Example: Adversarial Trajectory Sampling

TrajectorySampling
W Methodto

W Lowoverheaddirectand
passivemeasurement

Principle Sample of t J
packets (e.q.,
hashoverimmutablefields)

Packets sampled either at
all or no location!

not
sampled

Q (" But: Failsvhen switchesare malicious E.g.switch

knowswhichheaders areurrently notsampled:
no risk of detection
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Exfiltration

Also:drop packets (that are currently not
sampled)jnjectpacketschanget [ | b (i



ot

| al ft AOA2dza { 6A0GOK |

oCouldSDNbe usedto rendertrajectory
samplingmore robustto suchbehavioK Q

Federal Office

NI N

fnr Information Security

“fw- 6

Exfiltration

Also: drop packets (that are currently not
al YL SROUZ AyeaSOoi LI



| al ft AOA2dza { 6A0GOK |

errorI
‘& S

Ildea: Introduceisk of detectior
Good nodes G G,, G;, couldhelp
detectif bad node B does not know
their samplingrange!

%Bw@w s

Exfiltration



Adversarial Trajectory Sampling: A Case of SDN

Idea design SDIdpplicationthat Adversarial Trajectory Sampling y
makessamplingunpredictabld

SDN Controller

Controllerdistributeshash
rangesredundantlyX

y

X  osdeilrelyover (secure
communicationchannels
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Adversarial Trajectory Sampling: A Case of SDN

Idea design SDldpplicationthat

makessamplingunpredictablée

Adversarial Trajectory Sampling y

Con
re

Furtherreading

SoftwareDefinedAdversariall rajectorySampling

Kashyap Thimmaraju, Liron Schiff, and Stefan Schmid.

ArXivTechnical Report, May 2017

X

communicationchannels

osdeirelyover (securg

\



https://net.t-labs.tu-berlin.de/~stefan/adv-traj-sampling.pdf

A Mental Model for This Talk

Control Control
Programs Programs

Challengecentralizat]




Central Controller Can Increase Attack Surface
E.g., May Be Exploited For Covert Communicati

W Controllersreactto switchevents

(packetins, link failures etc.) for
} support ,
VM failover, etc. A

W Reaction sendflowmods packet
outs, performing X

W Triggeringsucheventsmaybe ‘

exploitedfor (covert) /
communicationor evenport scans \ /
etc. evenin presenceof

firewalk L 5 { kK X \



Teleportation

W May be usedto

W Not easy todetect:
W Traffic follows

Indirectly viacontroller
W Teleportationchannel is

channel ‘

W Need e.g., ta packet
Ins, packedbuts, flow-mods etc.



Another Vulnerabillity:
BidirectedCommunication Channels?

W Controllerhascommunication
channeldo all network
elements couldbe exploitedto

and

W Casestudyin




PavePath Technique




Teleportation: Path Update

W Controller performs/iAC
‘carmingand updates paths to
supportmobility, VM migration,
etc.

W Example: If host X appears on
new switch, controller installs
new ruleson new switch and
removeson old switch

B

Packetin(*z h,)

(D s announcesaddress X

9
55‘



eleportation: Path Update

W Controller performs
and updates paths to
support , VM |
etc.

W Example: If host X appears on
new switch, controller installs
on new switch and @
on old switch

—

(D s announcesaddress X

TL-

Credits James Kemg



Teleportation: Path Update

v Learns: X on,S

W Controller performs/iAC
‘carmingand updates paths to
supportmobility, VM migration, Ctrl
etc.

W Example: If host X appears on
new switch, controller installs
new ruleson new switch and
removeson old switch

B

Packetin(*z h,)

5

(D s announcesaddress X

L
55"



eleportation: Path Update

W Controller performs
and updates paths to
support , VM
etc.

W Example: If host X appears on
new switch, controller installs

on new switch and
on old switch
(D s announcesaddress X

Packetout to h,
Add rule for X

I
//



eleportation: Path Update

W Controller performs
and updates paths to
support , VM |
etc.

W Example: If host X appears on
new switch, controller installs
on new switch and
on old switch

(D s announcesaddress X

Packetout to h,
Add rule for X

(3) S announces X




eleportation: Path Update

W Controller performs
and updates paths to
support , VM
etc.

W Example: If host X appears on
new switch, controller installs
on new switch and
on old switch

(D s announcesaddress X

Packetout to h,
Add rule for X

(3) S announces X




eleportation: Path Update

W Controller performs \g/ Learns: X ors,

and updates paths to
support , VM
etc.

W Example: If host X appears on
new switch, controller installs

on new switch and
on old switch v v
(D S announcesaddress X ‘ . k SZJ @

Packetout to h,
Add rule for X

(3) S announces X @

@ Flow delete




eleportation: Path Update

W Controller performs g Learns: X or,

and updates paths to
support , VM

etc. —
Admittedlyveryimplicit: needto modulateinformation
e.g.,usingtiming or order of MACaddresses

OIT OTaO SWITCTI ‘\\/‘ L\/j m

@ > Similar Implicit teleportation based on mutual-
@ "Z exclusion. E.g., switches try same Datapath-ID
_(DPID) field in the Features-reply message.

~

J

@ S, anmouTICES X w t//\

@ Flow delete



eleportation: Outof-Band Forwarding
v Knows: hon S

W E.g., exploiting ONOS Intent
Reactive Forwardinghyd)

W By defaultjfwd installs hostto-
host connectivity when receiving
a packetin for which no flows
exist (using patipave technique)

@ Packetin



eleportation: Outof-Band Forwarding
\g Knows: hon S

W E.g., exploiting ONOS Intent
Reactive Forwardinghyd)

Ctrl

W By defaultjfwd installs hostto-
host connectivity when receiving
a packetin for which no flows
exist (sing pathpave technique)

©)

(@D Packetin ‘ S LW S

@) Packetout DENY:h; U h,

-




eleportation: Outof-Band Forwarding

\%/ Knows: hon S

W E.g., exploiting ONOS Intent
Reactive Forwardingfhd)

W By defaultjfwd installs hostto-
host connectivity when receiving
a packetin for which no flows @ @
exist (using patipave technique)

5

@ Packetin

@ Flow-mod

Establish path through firewall: no more packes,
blocked. (But could use another MAC address next time.)




eleportation: Outof-Band Forwarding

\%/ Knows: hon S

W E.g., exploiting ONOS Intent
Reactive Forwardingfhd)

W By defal pyrtherreading
host con oytsmartingNetwork Securitwith SDNTeleportation
a packe K ashyap Thimmaraju, Liron Schiff, and Stefan Schmid.
exist (US ond |EEE European Symposium on Security and Priy gcy

(EuroS&P, Paris, France, April 2017. @

(@D Packetin \ ;1 v u‘;

@ Flow-mod

Establish path through firewall: no more packes,
blocked. (But could use another MAC address next time.)

~S



https://net.t-labs.tu-berlin.de/~stefan/eurosp17.pdf

A Mental Model for This Talk

Control Control
Programs Programs

Challengecentralizatic]

mation SDN

staysa distributed system



Challenge: Controller may miss events
W Basidask MAClearning

W Principle for packet $rcdst) arrivingat port p

W If dstunknown broadcastpacketsto all ports
W  Otherwiseforward directlyto known port

W Also:if srcunknown switchlearns srcisbehindp

Credits JenniferRexford
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W Example
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294 h3
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W Example ®
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Challenge: Controller may miss events

W Basidask MAClearning

W Principle for packet $rcdst) arrivingat port p

W If dstunknown broadcastpacketsto all ports
W  Otherwiseforward directlyto known port

W Also:if srcunknown switchlearns srcis behindp dstmac=h1,fwd(1)

dstmac=h3,fwd(3)

W Example

W hlsendsto h2:flood, learn(h1,pl) \%/ %/

1
W h3sendsto h1: forward to p1,learn (h3,p3 th
W  hilsendsto h3:forward to p3 h2 = h3



Challenge: Controller may miss events

Howto implementthis behaviorin SDN?



Example: SDN MAC Learning

Done Wrong I
hl ~— g -
W Initially table: Send ho = — N3
everythingto controller OS@QELOW

Pattern Action
* send to controller




Example: SDN MAC Learning

Done Wrong I
hl ~— g -
W Initially table: Send o — h3
everythingto controller OE\?VEELOW

Pattern Action
* send to controller

W Whenhl sendsto h2:




Example: SDN MAC Learning S el
Done Wrong » I
1

- . i hl 3 h
W Principle only sendto ctrl ho 3
If destinationunknown OpenFlow
switch
Pattern Action
Fattern e dstmac=h1l Forward(1)
* | send to controller | h1 sends to h2 * send to controller

W Whenh1 sendsto h2:
W Controllerlearnsthat h1@p1,updatestable, andfloods



Example: SDN MAC Learning

Done Wrong

W Principle only sendto ctrl
If destinationunknown

.

Controller

h a8
OpenFlow
switch

Pattern Action

dstmac=h1l

Forward(1)

* send to controller

W Now assumeh? sendsto h1:



Example: SDN MAC Learning

Done Wrong v I
i h 3
W Principle only sendto ctrl ho — h3
If destinationunknown , OpenFlow
% switch
Pattern Action
dstmac=h1 Forward(1)
* send to controller

W Now assumeh? sendsto h1:

W Switchknowsdestination messagdorwardedto hl

W BUT No controllerinteraction, doesnot learnabouth2:
no new rule for h2



Example: SDN MAC Learning

Done Wrong v I
p hl - 3
W Principle only sendto ctrl ho = h3
If destinationunknown , OpenFlow
% switch

Pattern Action

dstmac=h1 Forward(1)
send to controller | h3 sends to h2

>

W Now, whenh3 sendsto h2:



Example: SDN MAC Learning S el
Done Wrong » I
1

ko g~ D

W Principle only sendto ctrl C ho
If destinationunknown 9 -~ » OpenFlow
° ° % switch
dstmac=h1l Forward(1) " dstmac=h3 Forward(3)
x send to controller | h3 sends to h2 dstmac=h1 Forward(1)
* send to controller

W Now, whenh3 sendsto h2:
W Destunknown goesto controllerwhichlearnsabouth3
W Andthen floods



Example: SDN MAC Learning

Done Wrong

W Principle only sendto ctrl
If destinationunknown

\

2

h2 —_

<

Pattern Action

dstmac=h3

Forward(3)

dstmac=h1

Forward(1)

send to controller

W Now, if h2 sendsto h3 or

n1:

OpenFlow
switch

h3



Example: SDN MAC Learning

Done Wrong v I
1 o
, h1 g TR
W Principle only sendto ctrl ho e h3
If destinationunknown , OpenFlow
% switch
dstmac=h3 Forward(3)
dstmac=h1 Forward(1)
* send to controller

W Now, if h2 sendsto h3 or h1:
W Destinationknown controller doesnot learnabouth?2



Example: SDN MAC Learning

Done Wrong ,,
V1 ~
= il gm . ¥
W Principle only sendto ctrl ho —= h3
If destinationunknown OpenFlow
% switch
dstmac=h3 Forward(3)
dstmac=hl Forward(1)

send to controller

\
OucH Controllercannotlearnabout h2 anymore

wheneverh2 is source destinationis known. Allfuture

L requeststo h2 willall be flooded: inefficient Y




Example: SDN MAC Learning

Done Wrong
? 1
W rinciple only sendtg ctrl ho _y)- h
' OpenFlow

/ﬂﬁtch

OucH Controller
wheneverh2 is sour estinatioNis known. Allfuture

L requeststo h2 willall be flooded: inefficient Y




There Are Many More Reasons Why A Controll
May Have Inconsistent View

W RulesinsertedusingswitchCLI

W Operatormisconfigurations

| mindthegap |

W Softwarehardwarebugs

W Updatesthat havebeen T
acknowledgeavrongfully

W Maliciousbehavior etc.

A problembecausdike insecurity. atmost
asconsistentasleastconsistentpart!
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There Are Many More Reasons Why A Controll
May Have Inconsistent View

W RulesinsertedusingswitchCLI

==—==i
W Operator

Furtherreading
. ﬁ TowardsMeticulousData Plane MonitoringPoster Paper)
W Softws Apoorv Shukla, Said Jawad Saidi, Stefan Schmid, Marc

Canini, and Anja Feldmann.
EuroSy$?hDForum,Belgrade Serbia April 2017.

L\\/m

W “Updat
acknowledge

grull

W Maliciousbehavior etc.

A problembecausdike insecurity. at most
asconsistentasleastconsistentpart!



https://net.t-labs.tu-berlin.de/~stefan/EurosysPosterPaper.pdf

Bad News: Automated Testing and Verification
Can Be Nofirivial!

W Seaminglsimplereachabilityquestionsare hardin SDN:

W «lsit possibleto reachegressport y from ingressport x for certainheader
space®»

W Orwhat-if-analysis«Whatis reachabilitymatrixif there aref link failures?

W Tools likeNetkaE | t t IPSPAEE XY
complete toolslike wNetKATcaneven
encounterundecidability

W X I tfifRsonlyonthe logicalleveland for
statelesdataplanes!

W Sill needto actuallytest dataplaneconsistency
(e.g.,usingpacketgeneration)

W Whatif dataplaneis stateful?




Tractability of Automation/Verification

Evenwithout failures reachabillitytest isundecidablan SDN!
Proof: Canemulatea Turingmachine

§

1IN out



Tractability of Automation/Verification

Evenwithout failures reachabillitytest isundecidablan SDN!
Proof: Canemulatea Turingmachine

Selfloop: could be




Tractability of Automation/Verification

'‘sundecidablan SDN!
|dea: packet header stores

Turing machine configuratio
(tape, head, state).



Tractability of Automation/Verification

Evenwithout failures reachabillitytest isundecidablan SDN!
Proof: Canemulatea Turingmachine

Ay Q2dXNiIQ

Switch action: each time packet
arrives, performs one Turing
machine step and updates header.




Tractability of Automation/Verification

Evenwithout failures reachabillitytest isundecidablan SDN!
Proof: Canemulatea Turingmachine

Only if accept or reject, forwarded
to out. Is it ever reached?
Undecidable!

O
g O
_L. i



Tractability of Automation/Verification

Evenwithout failures reachabillitytest isundecidablan SDN!
Proof: Canemulatea Turingmachine

Furtherreading

WNetKAT AWeightedSDNProgrammingand VerificationLanguage
Kim G. Larsen, Stefan Schmid, and Bingtian Xue.

20th International Conference derinciplesof Distributed Systems
(OPODI§ Madrid, Spain, December 2016.

N ¢
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1IN out



https://net.t-labs.tu-berlin.de/~stefan/opodis16.pdf

Many Open Research Questions

W Tradeoffexpressivenessf rule andverificationcomplexity?

W Isit worth usinglessgeneralrulesso fast @utomated
verificationis possibl&

W ExampleMPLSsnot hardto verify!

W Whatabout more programmableand stateful dataplane®



A Mental Model for This Talk

Control Control
Programs Programs

ChallengeDecoupI_




A Mental Model for This Talk

Control Control
Programs Programs

ChallengeDecoupling ]




A Mental Model for This Talk

Control Control
Programs Programs

—_ - 3 + +
. 2 + +
ChallengeDecoupling E o1s0fr .
< +
3 00l +
E ¥ * '
S S0 ¥4 ; + ++"-’|-+'L-h.+ *, 4
.@ #: Ky Fa T,
o bt R T L,

0 200 400 600 800 1000
flow #

N % \l
Despitecentralization SDN \

staysa distributed systent Credits He et al., ACM SOSR 2015:

without network latency
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What can possibly go wrong?

Controller Platform

untrusted
hosts

Invariant: Traffic from untrusted hosts to trusted hosts vigewalll
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Problem 1: Bypassed Waypoint

Controller Platform

untrusted
hosts

Invariant: Traffic from untrusted hosts to trusted hosts vigewalll



Problem 2:TransientLoop

Controller Platform

untrusted
hosts

Invariant: Traffic from untrusted hosts to trusted hosts vigewalll



Tagging: A Universal Solution?

W Old route:red tag blue

tagred

W New route:blue

new route

W 2-Phase Update:

W Installblue flow
rulesinternally
W Flip tag aingress

ports

old route

Reitblatt et al Abstractiondor Network
Update, ACM SIGCOMM 2012.
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Whereto tag?
Headerspace®
Overhead!

W Old route:red tag blue
tagred

: N
W New route:blue A\

Tagging: A Unive

new route

W 2-Phase Update:
W Installblud Costof extraruled

rulesinternally b
W Flip tag aingress - |

ports Timetill new link
becomesavailable

old route

Reitblatt et al Abstractiondor Network
Update, ACM SIGCOMM 2012.
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Tagging: A Unive Whereto tag’?

Headerspacée&
Overhead!

W Old route:red tag blue
tagred

W New route:blue AN

new route

W 2-Phase Update:
W Installblud Costof extraruled

rulesinternally b
W Fllpt aingress o _
Timetill newlink

Possible solution without becomesavailable
tagging, and at least
preserve weaker

COnSiStency pl’Opel‘tieS? Reitblatt et al Abstractiongor Network
Update, ACM SIGCOMM 2012.

old route
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Then Wait for ACK!
Wemachtesubsets In multiple rounds!

Packetmaytakea mixof old andnew path, aslongas
e.g., Loopgrreedom (LF) and/aypointEnforcement
(WPEarefulfilled

Round 1 Controller Platform
Controller Platform
X

Round 2
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Loop-Free Update Schedule
L il P
Forwardedges |
insecure (Wl‘t old policy)! secure

Internet
Alwayssafe

Zzone

insecure
Internet

Backward
edge risky!
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Waypoint Respecting Schedule

insecure
Internet

insecure
Internet

insecure
Internet

5 2 ycfssthe
waypoint safd

secure
zone

secure
zone




Waypoint Respecting Schedule

insecure 5 2 ycfssthe
Internet waypoint safé

insecure secure
Internet

Insecure
Internet




Can we have both LF and WPE?

insecure secure

Internet zone




Yes: but it takes 3 rounds!

a—-~~ —~~
A

insecure secure
Internet > < — zone

<~~~—-¢\

insecure secure
Internet zone

insecure secure
Internet zone



Yes: butt takes 3 rounds!

insecure secure
Internet zone

insecure
Internet

Isthere alwaysa WPE+L§&chedul&



What about this one?




LF and WPE may conflict!

‘—--~ ’-—~
R ,,< - ~\\
7’ \

p \
’ N

\\ \"\ \

q

W Cannotupdateanyforward edgein R1: WP
W Cannotupdateanybackwardedgein R1: LF

No scheduleexistd
Resortto taggings



What about this one?




What about this one?

W Forwardedgeafter the waypoint safé
W No loop, no WPEviolation



What about thisone?

W Now this backwardis safetoo!
W No loop because



What about this one?

W Nowthisissafe |4 ready |
W Nowaypointviolation



What about this one?
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W Ok: loopfree and also not orthe path (exit via Jil)



What about this one?

a’—---~
-
-
-

y
y
-
--.~

W Ok: loopfree and also not orthe path (exit via i



What about this one?

- _--
’ . ~~~
N

’ --~
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W Updateanyof the 2 backwardedge® LA



W Updateanyof the 2 backwardedge® LA



W Updateanyof the 2 backwardedge® LA



W Updateanyof the 2 backwardedge® LA
W Updateanyof the 2 other forward edge® WPH
W Whatabouta combinatior? NoX



In General: NFHard!

: : 7 7’
Toupdaternotto update ithefirstroun@ -~ s’
NP-hard Andgreedycanbe bad. Y n

Bad newsEven hard: cannotquicklytest feasibilityand if
Infeasibleresortto say, !

Openguestion: WhatiscomplexityA Vypicalnetworksx = f A
datacenteror enterprisenetworks?
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Always possible im rounds!

A ~~‘~
R ——— SO
i ¢"’ - \\\ b
- - S ~
ol &” ~3N T2
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What aboutloop-freedom only?
Always possible im rounds!

B
/ -
- =
7 L~ ‘“A\ R §

From the destination! Invariant: path suffix updatet
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But how to minimize # rounds?

~

2 roundseasy, JoundsNPhard. Everythingelse

We R 2 ykiGbivtoday




What about capacityconstraints?

N/ T\
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What about capacityconstraints?

Flow 1
Canyoufind an updateschedul& Flow 2



What about capacityconstraints?

e.g.,cannotupdate
red: congestiot

Needto update
bluefirst!

Flow 1
Canyoufind an updateschedul& Flow 2



What about capacityconstraints?

Schedule:
1 1. red@wpblue@ublue@v

Round 1:prepare




What about capacityconstraints?

Schedule:

1. red@wpblue@ublue@v
2. blue@s




What about capacityconstraints?

Round 3

Capacity2: ok!

Schedule:

1. red@wpblue@ublue@v
2. blue@s

3. red@s




What about capacityconstraints?

/{ CapaCItyz 1
Schedule:
1 1. red@wpblue@ublue@v

2. blue@s

Round 4 g




What about capacityconstraints?

Round 4

W
/1{[ \ 2
Note:this (non-trivial)

examplewas just a DAG,
without loopd

\7’ 1

Schedule:

1. red@wpblue@ublue@v
2. blue@s

3. red@s

4. blue@w




Many Open Problems!

W We know for DAG:

W For k=Zlows, polynomiattime algorithmto compute
schedulewith |
W Forgeneralk, NRhard

W Forgeneralk flows, polynomiattime algorithmto
compute

W Everythingelse unkown!
W In particular. what if flow graphis not a DAG?
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W Much classititerature on, e.g.,
W Disruptionfree IGP routechanges
W Shipin-the-Nighttechniques

W SDNnew model(centralizedanddirect control of routes)
andnew properties

W Not only connectivityconsistencyout alsopolicyconsistency
(e.g.,waypointg andperformanceconsistency

Surveyf Consistent
— Network Updates
KlausTycho Foerster,
> < Stefan Schmid, and Stefar

VissicchioArXivTechnical
Report, September 2016.



https://net.t-labs.tu-berlin.de/~stefan/survey-network-update-sdn.pdf

Further Reading:

: . . loop-freedom
Can't Touch This: Consistent Network Updates for Multiple Policies m IF;i | s
Szymon Dudycz, Arne Ludwig, and Stefan Schmid. B UL L (2
46th IEEE/IFIP International Conference on Dependable Systems and Networks (DSN), Toulouse, France, June 2016.

Transiently Secure Network Updates .
Arne Ludwig, Szymon Dudycz, Matthias Rost, and Stefan Schmid. waypointing
42nd ACM SIGMETRICS, Antibes Juan-les-Pins, France, June 2016.

Scheduling Loop-free Network Updates: It's Good to Relax! | freed
Arne Ludwig, Jan Marcinkowski, and Stefan Schmid. oop-freedom
ACM Symposium on Principles of Distributed Computing (PODC), Donostia-San Sebastian, Spain, July 2015.

Good Network Updates for Bad Packets: Waypoint Enforcement Beyond Destination-Based Routing Policies
Arne Ludwig, Matthias Rost, Damien Foucard, and Stefan Schmid.
13th ACM Workshop on Hot Topics in Networks (HotNets), Los Angeles, California, USA, October 2014.

waypointing

Congestion-Free Rerouting of Flows on DAGSs
Saeed Akhoondian Amiri, Szymon Dudycz, Stefan Schmid, and Sebastian Wiederrecht.
ArXiv Technical Report, November 2016.

capacity constraints

Survey of Consistent Network Updates
Klaus-Tycho Foerster, Stefan Schmid, and Stefano Vissicchio.
ArXiv Technical Report, September 2016.

survey


https://net.t-labs.tu-berlin.de/~stefan/dsn16.pdf
https://net.t-labs.tu-berlin.de/~stefan/sigmetrics16.pdf
http://net.t-labs.tu-berlin.de/~stefan/podc15.pdf
http://net.t-labs.tu-berlin.de/~stefan/hotnets14update.pdf
https://net.t-labs.tu-berlin.de/~stefan/netup-dag-arxiv.pdf
https://net.t-labs.tu-berlin.de/~stefan/survey-network-update-sdn.pdf

A Mental Model for This Talk

Control Control
Programs Programs

ChallengeHowto mainta
connectivity?




In-band Management

Howto provideconnectivitybetweenthe planes?

W In largescalenetworks
X

W X I ighR1dcontrol
W Control anddataplane

traffic interleaved
arrivesat the sameport

W Noneedfor dedicated
Infrastructure

|deally, selstabilizingensurechannels to switches
and between controllerfrom any initial stated



SeltStabilizing Connectivity is Nemrivial

Mgmt Switch
port
ﬁ Ctrl Module ]

updates
& stats

e ]

——

Switch Fabric

T

; Data plane ;
links M

|osluo2pURqUI 10)
Yul| [eusalul
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aue|d eleqg




SeltStabilizing Connectivity is Nemrivial
Out-of-band
control traffic

Mgmt Switch
port
Lﬁ-‘trl Module ]
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SeltStabilizing Connectivity is Nemrivial
Out-of-band
control traffic

Mgr?t A Howto

por

Lﬁ‘m Module ] distinguishctrl
.. anddatatraffic?

E.g.taggind

updates
& stats

e ]

L Ch=eITTC [
< ‘\ i?
¢ Data plane
links

|0Jjuodpuequl 10j
Ul freuisiul

SHUI
aue|d eleq

N

y|

i

Dataplandraffic

In-band
control traffic



SeltStabilizing Connectivity is Nemrivial

Mgmt Switch
;o HowcanCtrlB
ﬁ ctri Module ] _ knowthat Ctrl A
updates 5 failed?
& stats o

|oquodpuBqUI 10)

e ]

——

Switch Fabric

T

; Data plane ;
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SeltStabilizing Connectivity is Nemrivial

Mgmt Switch
port
ﬁ ctrl Modul ] Howto getout
rl Module N
S _ of bad
updates 5 & configuration®
QDJ & stats § D
— e o 5
%-; Icrules ﬁ % >
QJ N — I =
> Switch Fabric

T If Match=*: Drop!
; Data plane ;
links M




SeltStabilizing Connectivity is Nemrivial

Mth Switch

or

p“ ] Howto getout
Ctrl Module |w. _ ¥ :

Furtherreading
A SelfOrganizindistributed and IflBand SDN Control Pla(foster Paper)N&
| Marco Canini, losif Salem, Liron Schiff, Elad M. Schiller, and Stefan Schmid.
37th IEEE International Conference on Distributed Computing Systems
(ICDC} Atlanta, Georgia, USA, June 2017.

— o Switch FabricJ"
= T If Match=*: Drop!

; Data plane ;
links ﬁ



https://net.t-labs.tu-berlin.de/~stefan/icdcs17poster.pdf

A Mental Model for This Talk

Opportunity. innovativeservices
andalgorithms

Control Control
Programs Programs




Example Benefit 1: Lying

W Cannotonlyfind innovativerouting algorithmsS i O ® X

W X 0 dziintetaétwitB and manipulatelegacynetworksin novel
ways(«hybrid SDNs»)
W E.g.trickit into better traffic engineeringfasterfailover, etc.

Credits MarcoChiesa



Example Benefit 1: Lying

loop-free

STP inegacynetwork: / | \

Improvedcapacity \-

-/
STP inegacynetwork - |
still loop-free SD|\\ /:DN



Example Benefit 1: Lying

STP inegacynetwork: / | \

Furtherreading

SHEAR: AighlyAvailableand Flexible NetworRrchitecture Marrying
Distributed and_ogically\CentralizedControl Planes

Michael Markovitch and Stefan Schmid.

23rd IEEE International Conference on Netwerritocols(ICNB, San
Francisco, California, USA, November 2015

Panopticon Reapinghe Benefitsof IncrementalSDNDeploymentn
Enterprise Networks

Dan Levin, Marco Canini, Stefan Schmid, Fabian Schaffert, and Anja Felc
USENIX Annual Technical Confere@d&}, Philadelphia, Pennsylvania, USA
June 2014

>

ma


https://net.t-labs.tu-berlin.de/~stefan/icnp15shear.pdf
https://net.t-labs.tu-berlin.de/~stefan/atc14.pdf

Example Benefit 2: Flexible Waypoint Routing

Forexample  traffic is steered(e.g.,using
SDN}hrougha to
composea more complexnetwork service

Forpredictable
performance bw
reservation

optimizer
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Which calls to admit? And how tc
route them? Limited resources!



Onlinecalladmission
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Admitand routerequeststhrough
waypoints




What is new and interesting here?

Onlinecalladmission Admitand routerequeststhrough
waypoints

H—[B
B—(K
F—B

F—M

Harder than embedding
segments like in calls: need
to admitall or nosegment!
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2 K R2 6S 1y26
X about complex requests?

s — .ﬁ__g_‘ t Howto embeds.t. resource
. footprint is minimal?

Fairly wellunderstood ifapproximationsare
allowed. E.g., reduce tbow problemusing a
product graph(andrandomized rounding
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X about complex requests?
Approximatefunction chain

embedding fairly well-
understood

Whataboutif requests
allow for alternatives
and different

decomposition8 L
p \ E:ﬁ:: /'

Known as PR (Processing and Routlng)m—:j/J
Graph: allows to model different
choices and implementations!
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X about complex requests?

= Approximatefunction chain
S —=° ..—#—‘ t embedding fairly well-
= understood

Furtherreading
An ApproximatiorAlgorithmfor PathComputationand Function

Placement in SDNs
Whs Guy Even, Matthias Rost, and Stefan Schmid.
@ 23rd International Colloquium oStructuralinformation and
allg CommunicatiorComplexit SIROCCOHelsinkiFinland July2016.

and different S Ol t

decomposition8 =
il

Known as PR (Processing and Routlng)
Graph: allows to model different
choices and implementations!



https://net.t-labs.tu-berlin.de/~stefan/sirocco16chains.pdf

What about this one?!

IETHDraft
— - — Hva ua
ey = 3 {3 “
-— a a
— — — — — —
Customer La Cache L % FW NAT Internet
‘ll ‘II 4-- 4-- ‘II ‘ll

W Service chain far
W Loadbalancers are used to route (parts of) the traffic through cache

Credits: https://tools.ietf.org/html/draft-ietf-sfc-use-case-mobility-06



What about this one?!
|IETHDraft:

1

W Service chain far
W Loadbalancers are used to route (parts of) the traffic through cache

Has loops: the standard approach longer works There are first
AyaAraKiga 2y FFRGOFYOSR (S Okoyehl dzS :
guestionhow far they can be pushed.

Credits: https://tools.ietf.org/html/draft-ietf-sfc-use-case-mobility-06



What about this one?!

IETHDraft
= ~ o
— — BV Nl
e = w9 ‘
-— a a
—)p . . . —L—_—>
Customer | E Furtherreading Internet

ja-- Service Chain and Virtual Netwdfknbeddings |[<"*
Y Approximations using Randomized Rounding
Matthias Rost and Stefan Schmid.
ArXivTechnical Report, April 2016.

W Service chain far
W Loadbalancers are used to route (parts of) the traffic through cache

Has loops: the standard approach longer works There are first
AyaAraKiga 2y FFRGOFYOSR (S Okoyehl dzS :
guestionhow far they can be pushed.

Credits: https://tools.ietf.org/html/draft-ietf-sfc-use-case-mobility-06


https://net.t-labs.tu-berlin.de/~stefan/arxiv-service-chains.pdf

Example: admission control and embedding

Substrate: Requests

Which ones can be
admitted and embedded?
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Example: admission control and embedding

Substrate: Requests

e A-Iid¢-CJ/
0

Which ones can be
admitted and embedded?




Good News 1: If approximation is good enough, can use prod
graphs and randomized roundin§ 2 NJ a CIF A NI e I{

Chains, alternativehains buteventrees Trick:
reductionto flow problem usingproduct graphs
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Processing edggarocessing happens on C:
on same layer

connect C to C in next layer!
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This problem can be solved using
mincost unsplittablemulti-commodity

~ flow (approximation) algorithms (e.q.,

randomized rounding).

Any valid (s;,t) path presents a valid realization of the request r;!



Good News 1: If approximation is good enough, can use prod
graphs and randomized rounding 2 NJ a CI A NI e !{

Substrate: ? i requestr;: A D
gﬁii B -fW_>g\N\ C

This problem can be solved using
mincost unsplittablemulti-commodity
~ flow (approximation) algorithms (e.q.,

Furtherreading

An ApproximatiorAlgorithmfor PathComputationand Function
Placement in SDNs

Guy Even, Matthias Rost, and Stefan Schmid.

23rd International Colloquium o8tructurallnformation and
CommunicatiorComplexity(SIROCCOQHelsinkiFinland July2016

\/

Any valid (s;,t) path presents a valid realization of the request r;!



https://net.t-labs.tu-berlin.de/~stefan/sirocco16chains.pdf

What If requests arrive over time?
Can we admit and embed requests efficiently?




Good News 2: Yes, given offline embedding
algorithm, can do it online, over time, as well!

Online primal duaframeworkBuchbinder&Naar

Even without knowing anything about future
requests, we can approximate an optimal
offline solution that knows the future.



-maiandoua 1 NEBUChbINderNaor Approach

min Z;‘r 1+X1 .0 st max B;T Y s.t.
zZl' Dy + X" A;> B A;-Y; <C
X.Z; >0 D;-YV; <1
Y; >0

() (11)

Fig. 1: (I) The primal covering LP. (II) The dual packing LP.

Algorithm U

Algorithm 1 The General Integral (all-or-nothing) Packing Online Algorithm (GIPO).
Upon the jth round:

. fje — argmin{~(7.4) : f; ¢ € A;} (oracle procedure)
2. Ifv(j4,£) < b; then, (accept)

(a) y;¢ < 1.

(b) Foreachrowe :If A. ;0 # 0do

1

~A e )
— . 2 e, (7.£)y/ e __ l_ .
w(j, £) ( )

A . /e
's T3 I !
Te ¢—Tp 2 l08)/ e L

(©) 2 — by — (4, 0).
3. Else, (reject)
(a) z; « 0.
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min Z;‘r 1+ XT .0 st
Zl -D;+ X" A; > B}
X,7Z; >0

(D)

max B;T -Y; s.t.
A Y, <C
D;-Y; <1

Y;>20

(1)

Fig. 1: (I) The primal covering LP. (II) The dual packing LP.

Algorithm U

Algorithm 1 The General Integral (all-or-nothing) Packing Online Algorithm (GIPO).

Upon the jth round:

. fje — argmin{~v(j.£) : f; ¢ € A; ] (oracle procedure)|<

2. Ifv(j4,£) < b; then, (accept)
(a) y;¢ < 1.
(b) Foreachrowe :If A. ;0 # 0do

(©) 2 — by — (4, 0).
3. Else, (reject)
(a) z; « 0.

]_ Foeomn -"'c,
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Fig. 1: (I) The primal covering LP. (II) The dual packing LP.
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Algorithm 1 The General Integral (all-or-nothing) Packing Online Algorithm (GIPO).
Upon the jth round:

bttt o i e} (Oracle procedure)
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TheBuchbinderNaor Approach

Primal and Dual
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Fig. 1: (I) The primal covering LP. (II) The dual packing LP.
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Algorithm 1 The General Integral (all-or-nothing) Packing Online Algorithm (GIPO).

Upon the jth round:
gl (O f o A} (oracle procedure) - .
Embeddingostvsprofit?
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ar 0. .

(b) Foreachrowe :If A. ;0 # 0do
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Primal and Dual

TheBuchbinderNaor Approach

nid.

min Z;‘r 1+ X0 st max B;T Y, s.t.
ZF D+ X" -A; >B] Aj-Y; <C :
| X.Z >0 DY <1 Fairly wellunderstood!
Y20 Some caveatsy
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rig. 1: ( FUrtherreading
Competitiveand DeterministicEmbedding®f Virtual Networks

Algorithm | GUY Even, Moti Medina, Gregor Schaffrath, and Stefan Schn
Alporithn JournalTheoreticalComputer Sciencd C$, Elsevier 2013.

Upon the jth

] 'F- o (T

round:

st g A (oracle procedure)

2. If ~v(4,£) < b; then, (accept)

—

Embeddingostvsprofit?

ar 0. .

(b) Foreachrowe :If A. ;0 # 0do

(€) z;

Te e+ 2 =078 4 =
© c w(j, £)

—bj —~(7.0).

3. Else, (reject)
(a) z; « 0.



http://www.sciencedirect.com/science/article/pii/S0304397512009577?v=s5

What about using randomized rounding?

W Problem 1: relaxedolutionsmaynot be very

meaningful
W seeexamplefor splittableflows before

W Problem 2: also founsplittableflows, if usinga
standardMulti-CommodityFlow (MCFjormulation of
VNEPthe integralitygapcanbe huge

W Treelike VNetsare still ok

W VNetswith cycles randomizedroundingnot applicable since
problemnot decomposable

A

The linear solutions can be decomposed into
convex combinations of valid mappings.




Non-Decomposability

W Relaxation®f classic MCformulation cannotbe decomposed
Into convexcombinationsof validmappinggsowe need
different formulationg)

W Example Host
U,
VNet / \,
i Ug U,

'
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Non-Decomposability

W | Lt 1

Valid LBolution: virtualnode =S rmulationcannotbe decomposed

mappings sum td and eachvirtual | vValildmappings(sowe need
node connects to its neighboring
nodewith half a unit offlowX

T
. .5l Uy

W Example
LP Solution.-~
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Impossibleto decomposeand extractany singlevalid |y
mapping Intuition: Nodei ismappedto u, andthe
only neighboringnodethat hostsj is u,, so i musbe
fully mappedon u, and j on y. Similarly k mustbe notbe decomposed
mappedon u,. Butflow of virtual edge(k,i) leavingu,

onlyleadsto u,, soi mustbe mappedon both u, and S(SOW_e need

u,. Thisisimpossiblg evenif capacitiesare infinite. Partial

Decomposition
W Example _
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How to devise a Linear Bk
Programming formulations, such

that convex combinations of valid _
mappings can be recovered?! Ol



Impossibleto decomposeand extractany singlevalid |y
mapping Intuition: Nodei ismappedto u, andthe
only neighboringnodethat hostsj is u,, so i musbe
fully mappedon u, and j on y. Similarly k mustbe notbe decomposed
mappedon u,. Butflow of virtual edge(k,i) leavingu,
onlyleadsto u,, soi mustbe mappedon both u, and S(SOW_e need
u,. Thisisimpossiblg evenif capacitiesare infinite. Partial

Ncomposition
W Example _
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Furtherreading

An ApproximatiorAlgorithmfor PathComputationand Function
Placement in SDNs

Guy Even, Matthias Rost, and Stefan Schmid.

23rd International Colloquium o8tructurallnformation and
CommunicatiorComplexity(SIROCCOQHelsinkiFinland July2016
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mappings can be recovered?! SI


https://net.t-labs.tu-berlin.de/~stefan/sirocco16chains.pdf

Approximations Are Okay,
But What AboutOptimal Embedding®

Novelty.
W Traditionally routesform simplepaths(e.g.,shortestpaths

W Now: routing throughmiddleboxesnayrequire more
generalpaths with loops awalk

Howto computea
shortestroute

Lf’-\\ /l througha waypoint?
mi S |2 t
\\ ;’7

~-——’



ComutingA Shortest Walk Through A
Single Given Waypoint is Nehrivial!

W Computingshortestroutesthroughwaypoints

ISnon-triviall Assumeunit capacityand
demandfor simplicity



ComutingA Shortest Walk Through A
Single Given Waypoint is Nehrivial!

W Computingshortestroutesthroughwaypoints

ISnon-triviall Assumeunit capacityand
demandfor simplicity
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ComutingA Shortest Walk Through A
Single Given Waypoint is Nehrivial!

W Computingshortestroutesthroughwaypoints

ISnon-triviall Assumeunit capacityand
demandfor simplicity
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ComutingA Shortest Walk Through A
Single Given Waypoint is Nehrivial!

W Computingshortestroutesthroughwaypoints

ISnon-triviall Assumeunit capacityand
demandfor simplicity

L_§ ‘ ‘ Total length:
- i 2+6=8

GreedyfailsX y2¢g YySSR 2y 3
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ComutingA Shortest Walk Through A
Single Given Waypoint is Nehrivial!

W Computingshortestroutesthroughwaypoints

ISnon-triviall Assumeunit capacityand
demandfor simplicity

Total length:
4+2=6

A better solutiorn jointly optimize the two segments



ComutingA Shortest Walk Through A
Single Given Waypoint is Nehrivial!

W Computingshortestroutesthroughwaypoints

ISnon-triviall Assumeunit capacityand
demandfor simplicity

4 Similarto computingshortestdisjoint paths(if\
capacitiesare 1, segmentaeedto be disjoint): a
well-knowncombinatorialproblem!

NP-hardon directednetworks(feasibilityin P on
\_ undirectednetworks optimality unknown). .

A better solutiorn jointly optimize the two segments



NP-hard on Directed Networks:
Reduction from Disjoint Paths Problem

Reduction Fromjoint shortestpaths(s;,t,),(S,t,)
to shortestwalk (s,w,t) problem

Fact:computing 2
disjoint paths is Nfhard
on directed graphs.

We show:If waypoint
routing was be in P, we
could solve it fast.
Contradiction!




NP-hard on Directed Networks:
Reduction from Disjoint Paths Problem

Reduction Fromjoint shortestpaths(s;,t,),(S,t,)
to shortestwalk (s,w,t) problem

>
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ReductionTo
find shortest
paths (s1,t1),
(s2,t2),introduce
waypoint wand
connectt, to s,
viag X ¢




NP-hard on Directed Networks:
Reduction from Disjoint Paths Problem

Reduction Fromjoint shortestpaths(s;,t,),(S,t,)
to shortestwalk (s,w,t) problem

>

L

ReductionTo
tl find shortest
paths (s1,t1),
(s2,t2),introduce
X FyR Fajl 72N waypoint wand
shortest waypoint conn ecl; 10 5,
route (s1,w,t2) ey X




NP-hard a=irost f Aes o Heae
F  The wallk(s;,w,t,) walk defines a (g,) 1
and a (s,t,) path pair before/after the

Red* waypoint! Solves original problem:
Contradiction!

to shortesty.

>

L

ReductionTo
tl find shortest
paths (s1,t1),
(s2,t2),introduce
X FyR Fal T2N waypoint wand
shortest waypoint conn ecll, 10 5
route (s1,w,t2) Ve X &




What about waypoint routes on
undirectednetworks?



What about waypoint routes on
undirectednetworks?
Option 1: Iffeasibilitygood enough: reduce it to
disjoint paths problem!

W Replacecapacitatedinkswith undirectedparallel links:
u-3 v u- v

W Evenworksfor multiple waypoints Feasibilityin P forconstant
numberof flows

W Soeachpath segmentbecomesa (disjoint) path

Segmentzﬁ Segment 3 C

Segment 1
A -

pesst
hudd



What about waypoint routes on
undirectednetworks?

Option 1: Iffeasibilitygood enough: reduce it to
disjoint paths problem!

W _Renlacaranacitatedinkswith 1indiractadn