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Network Updates

How to transition from old to new path?

old path new path

While not discarding any packets!
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Network Updates Hoppen

Error prone task
manual updates per device, despite global goals

SOCIAL CODING

. o Misconfiguration on switches that
gl u caused a “bridge loop”. [2012]

A network change was [...] executed

a m azo n i[rz\gﬁi’redly [..] re-mirroring storm
webservices™
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Model

Software-Defined
Networking (SDN)

Controller
G | - Separate control from
SRR data plane

- Logically centralized
network view (controller)

- -

A SDN enabled switch B
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Model

Policy Software-Defined
O Networking (SDN)
Controller G - SepQr‘ote control from

data plane

- Logically centralized
network view (controller)

IS

- Not only destination based
(match-action rules)

A SDN enabled switch B
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Model

:{lif;iz Network update ;V;?O%i;

O O
Controller Controller G

-

«
- - =

A SDN enabled switch B A SDN enabled switch
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Strong Consistency

Two-phase commit [REIN2] — Either old or new policy
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Strong Consistency

Two-phase commit [REI2] — Either old or new policy

old

Tagging packets
at ingress port

old
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Strong Consistency

Two-phase commit [REI2] — Either old or new policy

old’

old old

Cons:
- Needs more switch memory

- Problematic with middleboxes (changed headers)
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The Challenge:
Transiently Secure Updates

« Consider dynamic updates without tagging
[Mahajan et al., HotNets 13]

« Consistent forwarding state needs to be
secured:

- Ensure reachability by forbidding loops
- Ensure traversal of waypoints, e.g. firewalls
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Asynchronous Updates: Timing matters

C ller

Contrpller
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Asynchronous Updates: Timing matters

Cq ller

Contrpller
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Asynchronous Updates: Timing matters

cq [=filer| .

Contrpller
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Asynchronous Updates: Timing matters

Cq ller

Contrpller
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Asynchronous Updates: Timing matters

C ller

Contrpller
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Asynchronous Updates: Round model

Round:
Set of parallel updates.

cq [=filer| .

Contrpller
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Asynchronous Updates: Round model

o ACK Round:
5 Set of parallel updates.

Controller

cq [Ziler|

JACK-

&
==
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Asynchronous Updates: Round model

Round:
Set of parallel updates.

C ller

Contrpller

£ :
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Asynchronous Updates: Round model

Round:
Set of parallel updates.

C ller

Conttjoller
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Model Representation

| Solid lines = current path
Dashed lines = new path
(Flow-specific path)
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Model Representation

| Solid lines = current path
. Dashed lines = new path
(Flow-specific path)
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Model Representation

| Solid lines = current path
. Dashed lines = new path
(Flow-specific path)
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Model Representation

| Solid lines = current path
. Dashed lines = new path
(Flow-specific path)

O Safe to be updated
O Saofe to be left untouched
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Model Representation

-
.....

O

| Solid lines = current path

- o
- - - -~

. Dashed lines = new path
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Consistency Properties

SIGMETRICS 2016, Antibes Juan-Les-Pins

28



Property: Strong Loop Freedom (SLF)

State

- T = < - T T <
- > ~
s e ~ ~
e e ~ ~
7 ' ~ ~
7 7 ~ ~
7 7 N N
O- -
—
4 4
7’ 7’
~ - ~ -

s vy vy wv3 d
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Property: Strong Loop Freedom (SLF)

State Temporary Forwarding Groph

O’—»o;\—:pk—:‘,o—»‘o o—»/o—:)}»‘o—»o
s wv1 vo vy d

s vy vy wv3 d

June 17th, 2016 SIGMETRICS 2016, Antibes Juan-Les-Pins 30



Property: Strong Loop Freedom (SLF)

State Temporary Forwarding Groph

O’—»Cbﬁﬂbi@—»‘@ o—»/o—:)}»‘o—»o
s wv1 vo vy d

s vy vy wv3 d

: ;é /:t /; :

s wv; vo vy d
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Property: Strong Loop Freedom (SLF)

State Temporary Forwarding Groph

.- s - ~ o
- N ~
- - ~ ~
-, -, ~ ~
7 z ~ ~
e e N N
O—»Cb( b»t)—»‘@
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Property: Strong Loop Freedom (SLF)

State Temporary Forwarding Groph

O’—»()"\—:,(K\—:‘,O—»‘O o—»/o—:)}»‘o—»o
s v wvo vy d

s vy vy wv3 d

s vy vy v3 d s vy vy wv3 d

Temporary forwarding graph
- i.e. the union of previously and newly enabled edges -
does not contain any directed loop.

- ~
e ~
7 N
7 N
7 N
>Cb o— O
=
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Property: Strong Loop Freedom (SLF)

State Temporary Forwarding Groph

//’— ‘:y:— ‘\\\
e e ~ ~
s 7 ~ ~
7 7 ~ ~
7 7 N N
7 7
OH%%O—:O C)—>

Temporary forwarding graph
- i.e. the union of previously and newly enabled edges -
does not contain any directed loop.
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Property: Strong Loop Freedom (SLF)

State Temporary Forwarding Groph

o—»q—»q—»‘o—»‘o o/\ \‘o—>
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Property: Strong Loop Freedom (SLF)

State Temporary Forwarding Groph

O’—»Cbﬁﬂbi@—»‘@ o—»/o—:)}»‘o—»o
s wv1 vo vy d

s vy vy wv3 d

é 4 t 7 é /7 t Ve
~_.7 ~_.7 ~__7 ~__.7

s wv; vo vy d s v vo vy d
s v, vy vy d s vy wvy w3 d
s v vy vy d s v vy v3 d
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Property: Reloxed Loop Freedom (RLF)

State Temporary Forwarding Groph

O’—»o;\—:p\—:‘,o—»‘o o—»/o—:)}»‘o—»o
s v wvo vy d

s vy vy wv3 d

© ;EO»_’; ° ° %; ; >

s wv; vo vy d s wvp wvo wv3 d
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Property: Reloxed Loop Freedom (RLF)

State Temporary Forwarding Groph

O’—»()"\—:,(K\—:‘,O—»‘O o—»/o—:)}»‘o—»o
s v wvo vy d

s vy vy wv3 d

s vy vy v3 d s vy vy wv3 d

Connected component of the temporary forwarding graph
containing the source does not contain directed loops.
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Property: Reloxed Loop Freedom (RLF)

State Temporary Forwarding Groph

O’—»()"\—:,(K\—:‘,O—»‘O o—»/o—:)}»‘o—»o
s v wvo vy d

s vy vy wv3 d

s vy vy v3 d s vy vy wv3 d

Connected component of the temporary forwarding graph
containing the source does not contain directed loops.

Finitely many
packets — y
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Property: Reloxed Loop Freedom (RLF)

State Temporary Forwarding Groph

o= »o‘— ;q— 20 \»‘o O/O_:O\b »o

@ @
o@% @
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Property: Reloxed Loop Freedom (RLF)

State Temporary Forwarding Groph

o= »o‘— »q »‘o \»‘o o»/o:o\‘o

@ @@@
@ @

Observation: RLF requires one round less than SLF.
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Property: Waypoint Enforcement (WPE)

Increasing number of middleboxes [Sherry et al., SIGCOMM "12]

old path new path

Firewall Firewall
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Property: Waypoint Enforcement (WPE)
'Waypoint (e.g. firewall) may never be bypassed.

s v vy d

| Solid lines = current path . Dashed lines = new path
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Property: Waypoint Enforcement (WPE)

State Temporary Forwarding Groph
o*—/»c;/ o0 @ ®
s v vy d s vy vy d

There may not exist a path bypassing the waypoint
in the Temporary Forwarding Graph.

s v vy d
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Property: Waypoint Enforcement (WPE)

State Temporary Forwarding Groph
o—»o »‘o l‘o ® »o/>50>»‘©
S S

o—»c//\‘o o—»t/\‘@
OQ@ O@\‘o
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Overview

Task: Minimize overall update time, while

- ensuring Loop Freedom (LF)
- ensuring Waypoint Enforcement (WPE)

Theory Practice
- LF + WPE may conflict - Mixed-Integer Programming
_ Deciding LF + WPE is NP-hard Formulations

- Qualitative and Quantitative

- other negative’ results Analysis
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Theory:
LF and WPE may conflict

SIGMETRICS 2016, Antibes Juan-Les-Pins
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LF and WPE may Conflict

-----
- ~ .

S V1 . Vo ™ U3

~
_______
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LF and WPE may Conflict

~
- -
--------

Violates WPE
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LF and WPE may Conflict

- -

Violates WPE
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LF and WPE may Conflict

- -

~
- -
--------

Violates WPE Violates LF
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LF and WPE may Conflict

- -

~
- -
--------

Some update problems are unsolvable
when considering LF and WPE.
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LF and WPE may Conflict

- -

~
- -
--------

Some update problems are unsolvable
when considering LF and WPE.

Independent of whether RLF or SLF is considered.

June 17th, 2016 SIGMETRICS 2016, Antibes Juan-Les-Pins o6



LF and WPE may Conflict

- -

~
- -
--------

Some update problems are unsolvable
when considering LF and WPE.

Can we determine these cases easily”
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Theory:
Deciding whether an Update
Schedule exists is NP-hard
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Deciding existence of Schedule is NP-hard

« Proof by 3-SAT reduction

- Given a 3-SAT formula we construct a network
update instance and show that there exists an
update schedule iff. the formula is satisfiable.
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Deciding existence of Schedule is NP-hard

« Proof by 3-SAT reduction

- Given a 3-SAT formula we construct a network
update instance and show that there exists an
update schedule iff. the formula is satisfiable.

- 3-SAT Clause K, A A...AK  over
Variobles x; x, ..., X,

- Here: we only sketch the idea.
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Construction of 3-SAT Reduction; Outline

K1 Ko Km up ugz ug WP
—>-O—0O O—> —»>-O—0O OoO—>0O0—>0O0—>0O0—0
Lk e E T
Tk+1 k+1
wp L1 I2 Lk 5 d
o ——p —»-O—-0O—>0O - O—0O
m
at dl d3
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Construction of 3-SAT Reduction;
Variable Gadgets

Lj—1 X Lj+1
j—1 ) . S~ . L | o j+1
L R N vy S\wi oz ulg o vl 477714

j J .
ypiyjyo _1'!/1 \\\\ -
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Construction of 3-SAT Reduction;
Variable Gadgets

Ti 1 One node for e(%j(:h1
- 7 negative occurrence of
varioble X]
Ui_{ 17 T ’U{ .7 7 o 'l;%\ N N ’Ug Zézzflz—l z{ ’Ui 217 T \U{-i—l
yi) iy; - y1 W ~ - /// /

One node for each
positive occurrence of
varioble X,
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Construction of 3-SAT Reduction;

Clause Gadgets

I - —_— - = = = = =

i B~

part before waypoint

part after wp
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Construction of 3-SAT Reduction;
Clause Gadgets

= = =

part before waypoint

June 17th, 2016

part after wp

SIGMETRICS 2016, Antibes Juan-Les-Pins
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Construction of 3-SAT Reduction;

Clause Gadgets

= = — ey

part before waypoint

——— = = = =~ —

part after wp
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Construction of 3-SAT Reduction;

Clause Gadgets
‘‘‘‘‘‘‘ — S
I —
part before waypoint part after wp

June 17th, 2016
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Construction of 3-SAT Reduction;
Clause Gadgets

i “ i i Lt ) 7
(C ey (/03\/ ! €50~ | Co
O ' g e O 5

m before waypoint

wp C\Zflls\ \@ZZ > \4@5\)
o 803040

—_—_ — = ==

part ofter wp

Updating these switches violates WPE

June 17th, 2016

SIGMETRICS 2016, Antibes Juan-Les-Pins

69



Construction of 3-SAT Reduction;

Clause Gadgets

part before waypoint

June 17th, 2016

oart afier wp

SIGMETRICS 2016, Antibes Juan-Les-Pins

Updating these switches violéJtes LF
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Construction of 3-SAT Reduction:

Clause Gadgets
| —
[ e (\w/ ..... o . \/\
part befo ~/ aypoint part ofter wp

I/
Clause gadget is tangled, as long as
neither of these nodes is updated.
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Construction of 3-SAT Reduction:
Connection Clause with Variaoble Gadgets

Pli //// P2i /////// Plgz /,,———\::::::\\ L
o»o»o»o»of;o/ ~o>o¢\o>c»c»o . - .l ooo o//o/o -+« .l oooo o’/o/ :3’:3;—\;‘:/;’\0:—%0:90
Clause NeXf\\\ ////Vqrioble
Godget Clouse ™= ngget

Gadget -
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Construction of 3-SAT Reduction:
Connection Clause with Variable Gadgets

P} P o z
Clause = Next Variabl
Gadget Clause (?gcljagete

Gadget

To untangle clauses, a consistent assignment
Of truth values to variables must be found.
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Construction of 3-SAT Reduction;

Untangling Clauses

\
/Cl/ X }CQ/ Ks [\ [Km \\ ) \ 2, \azk

5 db

oo-O—bO
di  dpd

B R o o e 3 R o O
\ o \ / / /
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Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X }CQ/ Ks [\ [Km \\ ) \ 2, \azk

o \ \ / /

1) Trigger updates in variable gadgets depending
on truth value of the variable
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Construction of 3-SAT Reduction;
Untangling Clauses

\
/Cl/ X }CQ/ Ks [\ [Km \\ ) \ 2, \azk

1
ooooJob—bo—:)konmo:ooc/o—bo—bo.uo-qu eoe ooi»c[oo—»O—»Oon U2 UB L m%a )&/} eoe W#ﬁ-—ﬁ-»o—»%%..o_»o
Fier T 7 f di dyd

1) Trigger updates in variable gadgets depending
on truth value of the variable

True
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Construction of 3-SAT Reduction;

Untangling Clauses

\

\

Y

/Cl/ X /Cg/ Ks [\ /K
o MKWJO reetooted

5 dl

aono—bo
di aypd

1 Tko°7:1 M)-.o&uoiooo& O OF>O—>0 eee Ui Uo Us W )6\%3;»01
k+1 1 /
\ \ /
\

/

1) Trigger updates in variable gadgets depending
on truth value of the variable

Ly
N L a”
Y U_>()_>()()_>()\_Q)_>()_><)..()_v§
v SNl
i1 \\\‘_>_’,//
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Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X }CQ/ Ks [\ [Km \\ ) \ 2, \azk

o \ \ / /

1) Trigger updates in variable gadgets depending
on truth value of the variable
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Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X /Cg/ Ks [\ [Km \\ ) \ 2, \azk

1
DC)C)DC/O Tk." OKOOJO see o v OO&)C/OO OOOOW% i eece Oh% 5 d2¢¢-
;-}Z):f T%o+ (OO0 io(}oJ =0=>0 \ »7’,0 -—o—»z-%»o d%:%
\ \ o / ______ /

\

1) Trigger updates in variable gadgets depending
on truth value of the variable

2) Enable now bypassed backward
rules from within variable gadgets

June 17th, 2016 SIGMETRICS 2016, Antibes Juan-Les-Pins /9



Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X }CQ/ Ks [\ [Km \\ ) \ 2, \azk

1
DC)C)DC/O Tkiol O:OOJO see o v ooi»c/oo OOCOW% i eece O‘% 5 d2¢¢l
;‘.}Z__? T%o+ (OO0 io(}oJ =0=>0 \ »7’,0 -—o—»z-%»o d%:%
\ \ " o / ______ ,/

\

1) Trigger updates in variable gadgets depending
on truth value of the variable

True
2) Enable now bypassed backward
rules from within variable gadgets
|
|
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Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X /Cg/ Ks 17\ [JKnm \\ ) \ =, \azk

1
moc/op-c—gk---moiogo—-o—w---mow X oouoo—@—wo-- U1 U2 uzﬁw% )ho%p Xy o-%-g-»o-»%%uo»o
rher T 7 7 di dy
\ \ LN ] / /

\

1) Trigger updates in variable gadgets depending
on truth value of the variable

2) Enable now bypassed backward
rules from within variable gadgets
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Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X /Cg/ Ks 17\ [JKnm \\ ) \ =, \azk

Ty Uy Uz U3 W ) d%
c»c»c»c»c/o»f)—bou-l(»oiooJO—'O—'O-ﬂo—Now XYY ooi»c/oo—»O—»O"- m/}.ﬂ»a @no\}(o ece o-%-»o—»o—;ou-oﬂ—;od
r T / dy dj

\ \ // /

1) Trigger updates in variable gadgets depending
on truth value of the variable

2) Enable now bypassed backward
rules from within variable gadgets
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Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X /Cg/ Ks [0 [Knm \\ ) \ =, \azk

””J:f*@krf*ﬁ*’”“?‘”‘f EMW?&» ,.Q%o C»Q}yi.%%%...d?%
T - | ]

\

1) Trigger updates in variable gadgets depending
on truth value of the variable

2) Enable now bypassed backward
rules from within variable gadgets

3) For each clause select (arbitrarily) one of the valid
assignments

June 17th, 2016 SIGMETRICS 2016, Antibes Juan-Les-Pins 83



Construction of 3-SAT Reduction;
Untangling Clauses

\
ICl/ X /Cg/ Ks [0 [Knm \\ ) \ =, \azk

My@krf*?ojwmw EMW?&» ,.Q%o C»Q}yi.g%.%%...d?%
=t | ]

\

1) Trigger updates in variable gadgets depending
on truth value of the variable

2) Enable now bypassed backward
rules from within variable gadgets

3) For each clause select (arbitrarily) one of the valid
assignments. This untangles all clauses.

4) (start updating remaining nodes)
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Main Result

(xl\/xz\/x_g)/\(ﬁxl\/ x4\/x3)/\(ﬁx4\/x2\/—lx3)/\(—lx1\/x5\/ XG)/\(XZ\/_'XS\/_'XG)

3-SAT formula is satisfiable
iff.
constructed network update instance is updateable
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Main Result

(xl\/xz\/x?))/\(ﬁxl\/ x4\/x3)/\(ﬁx4\/x2\/—lx3)/\(—lx1\/x5\/ XG)/\(XZ\/_'XS\/_'XG)

3-SAT formula is satisfiable
iff.
constructed network update instance is updateable

s ——
=

—
—— ‘\\_—“-\_('

—

—

Independent of whether RLF or SLF is considered.
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Practice:
Computing Update Schedules

SIGMETRICS 2016, Antibes Juan-Les-Pins
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Computing Update Schedules

« Finding a solution is NP-hard

« We employ Mixed-Integer Programming to
compute solutions

- evaluate computational hardness
- quantitatively analyze feasibility

State Temporary Forwarding
Groph
o’;—o;i%fo—lb oO— &0
s v vy d s v vy d
o——(‘o>‘o o——o/\/o>‘o
s v vy d s vy vy d
s vy wvy d s v vy d
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Computing Update Schedules

« LF and WPE are checked
using Temporary Forwarding
Graph

« Given decisions which
switches to update, the state
and the Temporary
Forwarding Graph follow

State

O—@—D—0
s v vy d

o’/——o\/\/,‘os—‘o

s v v d

o q P o

s v vy d

Temporary Forwarding Graph

o—s .403:0

s vy wvo d

O—>\)D—>

s vy vy d

=

s v vy d
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Computing Update Schedules

Assign update of switch v to
a single round r:

r State Temporary Forwarding Graph
x €{0,1}
o—»o—»‘o—»‘o om
s v S
o—»o//\‘o o—» \)@—»
o——@ mb
s v vy d s v vy d
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Computing Update Schedules

Assign update of switch v to
a single round r:

r State Temporary Forwarding Graph
XV E { O) 1 } LT See e
o a0 o o
Represent forwarding state | ¢ w2 d s v v d
after round r by oo D e
. s v vy d s vy vy d
Yu€10,1] i TS
s v vy d s v vy d
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Computing Update Schedules

Assign update of switch v to
a single round r:

XC E { O, 1 } Stote Temporary Forwarding Groph

O o— ¥ s
Represent forwarding state | & w1 = d s v vy d
aofter round r by oo o o—-a ol
r s v vy d s vy vy d
Yur€l01] oo a5
s vy vy d s v, vy d

Represent Temporary

Forwarding Graoph by

r—1vr
Yuv  €10,1]
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Computing Update Schedules

1= ZT’ER sz
Assign update of switch v to yh o =1—=3,_ a (old edges)
a single round r: , o
Yu,0 = D _pr <y Lo (new edges)
r T— T T—
x €(0,1} Yoo > Yuw
. yr—l\/r > o7
Represent forwarding state R e
aofter round r by yr V< lv;l“ : L
r T, W
yu,vE[O,l] ay” =1
—T,W —T,W r—1
Represent Temporary Gy 20+ Yy — 1
Forwarding Graoph by
r—1vr Ay 20y + Yy — 1
Yoy €[0,1] |
—T, W O
d
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Computing Update Schedules

Enforce SLF by employing
Miller-Tucker-Zemlin

[,€[0,[V|-1]

Constraints by level variables:

yh . =1-=3,_ al, (old edges)

/

T _ T
yu,v - Z'I"/S’I" :Uu

(new edges)

r—1Vvr r—1
u,v Z U,V
r—1Vvr r
yu,v 2 u,v

State Temporary Forwarding Graph
o—>.\—>‘o—>‘o O—-» .@

s v vy d s vy vy d
vy d

s vy vy d s U
o—»@

s v vy d s vy vy d

r—1Vr < lg _ZZ — 1

u,v 1
oo =TVI-T T

June 17th, 2016

a”lﬁ, w — 1

S

—7r,W —7r, W r—1
a, > a,; +y — 1

v = Way U,V
v

—T, W —T, W r
Q) Z 029 + yu,v — 1

—r,w
a; = 0
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Computing Update Schedules

Enforce SLF by employing
Miller-Tucker-Zemlin
Constraints by level variables:

1

T

Yu,v
T

yum

::EZTEFLxZ
7
::]_—-§:r5§rxz
/
— Zr’gr L

r—1Vvr
U,V

r—1vVvr
U,V

—1
> Yo
> Yuo

r
€[0,|v]-1]
State Temporary Forwarding Graph

0 -1 3
o—»o—»‘o—»‘o O—»04§>>‘o
S (%)) S

1
o—»o//\‘o o—»

d

w&\o /353\

r—1vr
U,V

lo — 1, —1

< () u _|_1

— V-1

—Tr,w
S

—7,W
Ay

—7,W
v

—T,W

ad

U,V

=0
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>>ad +_y -

>>_TU/+_yuz)__1

(old edges)

(new edges)
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Computing Update Schedules

June 17th, 2016

1= ZT’ER QTZ
Enforce SLF by employing yho=1-3,_ ai
Miller-Tucker-Zemlin . o
Constraints by level variables: Yuo = D <y Lu
r o2 B
IVE[O"V‘_l] yr7—l\/r y'r,
Yu,o = Yuw
r—1vr lz B ZZ — 1
Guarantee WPE by wo S gy gt
reachability constraints: Y — 1
Nodes reachable from the o~y - o
source, without using G 2 0+ Yu — 1
waypoint w, are 'marked’
W Q) 2@yt Yy — 1
oy a, =1 .
a;, =10

SIGMETRICS 2016, Antibes Juan-Les-Pins

(old edges)

(new edges)

(edges not in-
cident to w)

(edges not in-
cident to w)
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Computing Update Schedules

State Temporary Forwarding Graph
1 0 0
P S 1=> 5T,
o—»o\—»‘,o—»‘o O—>&—>»0—+ rer Lu

s v v d s v vy d A x”  (old edges
0//\‘0 ] 9/@\8 T ZT/S/T > | oes
O— X e y’Z,v — Lur'<r o, (new edges)
s v vy d s vy v d —

r—1vr r—1
;//\b ] 0 Yu,v > Yu,v
© \) r—1Vvr T

s vy vy d s vy vy d Yu,v 2 Yu,w

r—1vr lg B ZZ — 1
Guarantee WPE by Yoo S oy T
reachability constraints: —rw _ 1

Nodes reachable from the

) . FTW ~ 7w r—1 _ 1 (edges not in-
source, without using @y 2@y e — 1SN w)
waypoint w, are 'marked’ |
ar,w > ar,w 4+ y?“ 1 (ed es not in-
_r,w_l vooo= T U, cident to w)
by d, =

_T7w —_
a;, =10
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Computing Update Schedules

° RLI: COn be reollzed Mixed-Integer Program 1: Optimal Rounds (-R-)

o g . min R (Obj)
similarly, but is more R>ra reRwEV ()
complex to compute P= Tren e @

) y;,v =1- ZT/ST‘ xz/ r e R, (U,, U) c E’/rl (3)

Yuw = Zr/gr JJZ/ reR, (u,v) € Er, (4)

al =1 rer (5

ay > ay + Y, —1 reR, (u,v) €E (6)

ay > ay + Yo, — 1 reR, (u,v) €E (7)

Yoo "= ay +yue — 1 reR, (u,v) €E (8)

Yoo > ay + Yuw — 1 re€R, (u,v) €E (9)

r—1vr l:; — ZZ -1

Yoo " < T tl TER wweB (10)

ay" =1 reR,we WP (11)
—r,w —r,w r—1 (S R,’LU € WP,

v Z Ay + yu,v -1 (U,’U) c E% (12)

@ > a4y — 1 rER,wEI;I}/P, 13

G Za Y (u,v) € Egs (13)

a;’' =0 reR,we WP (14)
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Computing Update Schedules

° RLI: COn be reollzed Mixed-Integer Program 1: Optimal Rounds (-R-)

o g o min R (Obj)
similarly, but is more R>ral reRwEV ()
complex to compute. e e @

Yuo =1 — ngr x reR, (u,v) € Er, (3)

« Objective: Voo =S sl rER (wy) €Bn ()
A ol =1 rerR  (5)
minimize #rounds CEd AT o1 reR (o) € (O
ay > Ay + Yy — 1 reR, (u,v) € E (7)

yu,_vlw > ay, + Y, S| reR, (u,v) €E (8)

Yoo > ay + Yuw — 1 reR, (u,v) €EE (9)

Yoo " < Z’T’“_/(Z__l Li1 reR o) eE (0)

ay" =1 reR,we WP (11)

a Aty -1 @%wEEE%:’ (12)

ar > ant 4y, — 1 T@%WEEE?UVT’ (13)

a;’' =0 reR,we WP (14)
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Computing Update Schedules

° RLI: COn be reolized Mixed-Int(.eg(—: Program 1: Optimal Rounds (—R;)Ob.)
. . . min ]
similarly, but is more R>ral reRvEV ()
complex to compute. = Zren® ver @
Yo =1—> o reR, (u,v) € Er, (3)
« Objective: Vin =Btk TER (wo) €En ()
o - - ay =1 reR (H)
minimize #rounds TSI TeR @ €F ©
Ay > Ay + Yyop — 1 reR, (u,v) € £ (7)
« Some employed Sy <1 reR, ) €E (9
constraints are 'weak e
Yoo " < “|‘_/|“_1 +1  reRrw, (wov)eE (10)
We propose: ay" =1 reR,we WP (11)
.. . aw>ar,w+y—1_1 reR,we WP, (12)

- Decision Variant (D) s () € B
at >art oy, — 1 T@z’)wEEE?Uf’ (13)
- A Flow Extension (F) @ =0 reRwe WP (14

June 17th, 2016
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Computing Update Schedules

« RLF can be realized (D)
similarly, but is more
complex to compute. Only one update
SN per round.
- Objective:
minimize #rounds
« Some employed (F)
constraints are ‘'weak; Additional s-d
we propose: flows for each
- Decision Variant (D) round t.O improve
relaxations.

- A Flow Extension (F)
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Computing Update Schedules

« RLF can be realizeo (D) S a1 reRr.

similarly, but is more

veV

complex to compute.

« Objective:

minimize #rounds

« Some employed (F)
constraints are 'weak:

Y. =1
we rooose: ecot(s)
Erop <l s
~ Decision Variant (D) A
e XY
- A Flow Extension (F) IR
S
> f7

June 17th, 2016
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reR,veV\{sd}

TER,eeEﬂ'l UETPQ
reR,we WP
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Practice:
Computational Experiments
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Computational Setup

« Generate update instances at random by
permuting nodes

e 12,600 instances overall
- 10 to 30 switches with 1to 3 waypoints
- 200 instances for each combination

« (We discard scenarios which can a priori be
determined to be infeasible to update, e.Q.
when waypoints are reordered)
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Computational Setup

e Consider 8 different MIP formulations
S(LF)vs. R(LF)
D(ecision) vs. -

F(low Extension) vs. -

e Use Gurobi 6.5.0 to solve the formulations
using branch-and-bound

« Terminate computations after 600 seconds
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Computational Study: Solvability

WP=1

0.8 | i
=
(]
o
o 0.6}
2
.8 —— feasible
S 04t
[
(]
(@]
n

0.2 |

0.0 | | |

10 15 20 25 30

nodes

June 17th, 2016 SIGMETRICS 2016, Antibes Juan-Les-Pins



Computational Study: Solvability

WP=1

1.0 \/'\A—/—i’v

0.8 I |
=
(]
o
o 0.6}
2
.8 — feasible
S 04f
[
(]
(@]
n

0.2}

0.0 | | |

10 15 20 25 30

nodes
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Computational Study: Solvability

WP=1

1.0 \/'\A—/—i’v

0.8 I |
=
(]
o
o 0.6}
2
.8 — feasible
S 04f
[
(]
(@]
n

0.2}

0.0 | | |

10 15 20 25 30

nodes
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Computational Study: Solvability

WP=1
1.0 \/'\A—/—i’v
_ 08¢ |
=
(]
o
o 0.6}
2
.8 — feasible
S 04t
[
(]
(@]
n
0.2 F .
”\\55\\__,—-———-——\\‘ — infeasible
OO | | i
10 15 20 25 30

nodes
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Computational Study: Solvability

WP=1
1.0 \/'\A—/—i’v
_ 08¢ |
=
(]
o
o 0.6}
2
.8 — feasible
S 04t
[
(]
(@]
n
0.2 - = unknown |-
”\\55\\__,—-———-——\\‘ — infeasible
OO | [—— — e
10 15 20 25 30

nodes
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Computational Study: Solvability

June 17th, 2016

scenarios [percent]

0.8 |
0.6 | i
— feasible
o4+ | ... optimalSLF .
-.- optimalg.r
0.2 - —= unknown
/\/v—/\ — infeasible
OO | | — e
10 15 20 25 30

nodes

SIGMETRICS 2016, Antibes Juan-Les-Pins 1



scenarios [percent]

0.8

0.6

0.4

0.2

0.0

Computational Study: Solvability

nodes

feasible
optimals, ¢
optimalgr
unknown
infeasible
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1.0

0.8

0.6

0.4

Sueldlus |[pPeIcelniL)

scenarios [percent]

SIGMETRICS 2016, Antibes Juan-Les-Pins

st



scenarios [percent]

Computational Study: Solvability

o0
T

&
>
T

=
N
T

0.2

0.0

10

15 20
nodes

feasible
optimals, ¢
optimalgr
unknown
infeasible
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0.8

<
=

0.4
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scenarios [percent]
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scenarios [percent]

Computational Study: Solvability

WP-=1
. J\A__\/"/-'—-' .............. Lo
0.8 E - 0.8 .
= =
3 <8
0.6 1 B 06} 4 o
3 1 &
N (%]
o) o
0.4 1 304} 15
=y C
D [0}
7 a
u2//\\~\\§~’-’—__—\> : &2//\v///\\\/,\,/\\/ﬂ_\ i
0.0 - - = 0.0 - e =
10 15 20 25 30 10 15 20 25 3(
nodes nodes
— feasible
------ optimals, ¢
- - Optima|R|_|:
- = unknown
— infeasible
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scenarios [percent]

Computational Study: Solvability

1.0 ‘ WP=1 10 ‘ wP=2 ‘ 1.0 ‘ WP=3
10 15 noz(;)es 25 30 10 15 nozc;)es 25 3 ’
=
more provably unupdateable instances
— feasible . .
...... optimals.; more undecided instances
optimaIRLF . .
C = unknown less optimal solutions
— infeasible

June 17th, 2016

SIGMETRICS 2016, Antibes Juan-Les-Pins 115



scenarios [percent]

Computational Study: Solvability

1.0 ‘ WP-1 — 10 ‘ wP=2 ‘ 1.0 ‘ WP=3
0.8 \/—V\—‘/ 0.8\/\/\/\/ T 0.8
10 15 noi;)es 25 30 10 15 noz(;)es 25 3 ’
>
more provably unupdateable instances
— feasible . .
...... optimals, ¢ more undecided instances
optimaIRLF . .
C = unknown less optimal solutions
—— infeasible still: more than 65% feasible

June 17th, 2016
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Computational Study: RLF vs. SLF

Required Rounds for Feasible Scenarios

1.0 | —
0.8 ]
. 0.6
=)
O
L 0.4 ]
— RLF10 —  SLF10
0.2 ]
0.0
2 | s 8 6 30
rounds
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Computational Study: RLF vs. SLF

Required Rounds for Feasible Scenarios

].O — h
0.8 F =" il
|
|
. 0.6 F I -
a)
@)
W 0.4 F | |
! — RLF10 — SLF10
0.2 F ___|___I 7
|
0.0 -l - - RLF30 - = SLF30 _
2 | s 8 16 30
rounds
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Computational Study: RLF vs. SLF

Required Rounds for Feasible Scenarios

].O — P
0.8 F | = 1
I
. 0.6 : -
a
O 1
W 0.4} |
L - _ — RLF10 — SLF10
02} — |
0.0 --- - - RLF30 - =- SLF30 _
2 | s 8 16 30
rounds
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Computational Study:
Formulation Performance
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Computational Study:
Formulation Performance

Runtime Infeasibility Detection
-R- -RF -S- -SF DR- DRF DS- D

—_
-
DO

i_

bt

runtime [s]
S

RRNE

£ =T lge el 5l -Q

—
S
o

L]
|
|

1

+ —
H-I-I-II
0

BN ERL ID IR0 ;

15? -8

10 20 30 10 20 30 10 20 30 10 20 30 10 20 30 1o 2o 30 10 2
nodes

o
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Computational Study:
Formulation Performance

Runtime Infeasibility Detection
-R- -RF -S- -SF DR- DRF DS- DSF

—_
-
DO

FER RN I R

bbb
Lol PR
|

runtime [s]
S

RRNE

—
S
o

L]
|
|

1

I:i_ f | I:?"' ? T + I:Zg—

%II :ZZ Nt
! =T izl lal TQH QEP

| | |
10 20 30 10 20 30 10 20 3o 10 20 30 10 20 30 10 2o 30 10 20 30 10 20 3o
nodes
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Computational Study:
Formulation Performance

Uéém Dzi;_i Téﬁ %D

il QT;
10 20 30 1020 30 10 20 30 10 20 30 10 20 30 10 20 30 10 20 30 10 20 30
nodes

Runtime First Solution
-SF DR- DRF D

-RF

_|

L

| :
]

—_
-

runtime [s]

HE- 4+ -+ +

—
-

S R T e e A e S|
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Computational Study:
Formulation Performance

Runtime First Solution

R —RF -S- SF DR- DRF

i LI S | IS 1 =T'_

102 : j;J_: %i J§—: %é: | +§ +
2 i; *%
S | oI [ osHoin Q
100 :&IJ'ID r-l‘l'_' HD IJ'IT_' LT mTl LY = =
2T 2T gt T 2T 1 g ?_ééé
102030 102 0102030 102030 102030 102I03I0 20 30 10 20 30

nodes
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June

Computational Study:

Formulation Performance

Runtime First Solution

—_
o
(]

runtime [s]
c*é

—_
-
ja=)

£ T

I-ﬂ]—|ll|l+I—-I—H— +  #+

|
Q

0,

17th, 2016

nodes
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Related Work

Loop Freedom

- Model and greedy algorithm [Mahajan et al., HotNets 13]

- NP-hardness of optimization, introduction of RLF
[Ludwig et al., PODC 5]

- Updating multiple schedules at the same time
[Dudycz et al., DSN 16 (to appear)]

- Hardness of computing maximum set of switches to
update [Amiri et al., SIROCCO "6 (to appear)]

Waypoint Enforcement

~ Introduction of WPE, impossibility and first MIP
formulations [Ludwig et al., HotNets '14]
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Conclusion

Problem
- Dynamic network updates ensuring LF and WPE

Theory Practice

- LF + WPE may conflict - MIP Formulations for computing

_ LF + WPE is NP-hard to decide  Schedules
- Flow and Decision extensions to

- (other resullts) improve infeasibility detection

Evaluation

- Many scenarios are updateable using few rounds
- MIP formulations have reasonable runtimes
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Theory:
Reordering Waypoints is impossible
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Reordering Waypoints is impossible

S wp1 WPo d

update to

O __>‘__> __>.__>
S Wwp? wp1
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Reordering Waypoints is impossible

June 17th, 2016

S

Va
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Reordering Waypoints is impossible

S wp1 WPo d

® O
<
s
SHNO
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Reordering Waypoints is impossible

wp1 wpy  d

There must exist an update
bypassing the first waypoint.

Va
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Theory:
WPE requires waiting
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WPE requires waiting

State Temporary Forwarding Groph
O/// ’O// ;‘ 20 Q/>Q\>‘Q—>Q
L __/
s v vy d s v v9 d
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WPE requires waiting

State Temporary Forwarding Groph
O——Cf »‘o o o0
"
s v vy d s v v9 d
O/D @ O
s v vy d
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WPE requires waiting

State Temporary Forwarding Groph
o »Q >‘Q L‘Q Q/>Q\>‘Q—>Q
"
s v vy d s v v9 d

o/b e D o g RS
d

s vy vo d
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WPE requires waiting

State Temporary Forwarding Groph
o »Q >‘Q L‘Q o/>0\>‘.—>0
"
s v vy d s v v9 d

o/?*/- e D o é RS
d

s vy vo d

Packets still traversing
link will bypass WP —
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WPE requires waiting

State Temporary Forwarding Groph
o - »‘0 S O O
s v vy d s v v9 d

O/%\O @q\)\‘o
d

s vy vy d

WPE requires upper bound on link delays,
if the relative ordering of nodes changes.
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Construction of 3-SAT Reduction;
Remaining Connections

Ky ; P A - T
D1 . L L 1 \
; T‘k (!. Y w1 U2 U3 i VR %) d2 ;

o ocoo oo ,C OG-J— ]C cee ICm "'J'O_’O_’O_”_"j % €T coe Tl PO>0>0eee

--------------------------------------

....................................................................
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