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Cloud computing is a big success!
But what is the point of clouds if they cannot be accessed?

Network matters!
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Next Natural Step for Virtualization!

Trend of Link Virtualization

= Predictable execution times
(e.g., cheaper executions)

= Isolation and QoS

revamped server business = E.g., VLANS, Software Defined

Networks (SDN) / OpenFlow, ...

—~——

Unified, fully virtualized networks: CloudNets

Success of Node Virtualization

,Combine networking with heterougeneous cloud resources (e.g., storage, CPU, ...)!
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Next Natural Step for Virtualization!

Trend of Link Virtualization
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A Use Case: Specify network, not only VMs!

Connecting Providers (Geographic Footprint).

CloudNet 1: Computation

Specification:
1. >1 GFLOPS per node
2. Monday 3pm-5pm
3. multi provider ok

CloudNet requests

CloudNet 2: Mobile service w/ QoS

Specification:
1. close to mobile clients
2. >100 kbit/s bandwidth for synchronization

Provider 1

Physical infrastructure
(e.g., accessed by mobile clients) ...
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A Use Case: Specify network, not only VMs!

Connecting Providers (Geographic Footprint).

Specification:

CloudNet 1: Computation n CloudNet 2: Mobile service w/ QoS

Specification:

Physical infrastructure -~~~ @&
(e.g., accessed by mobile chents) ................................................
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The Prototype: Embedding and Seamless Migration.

= Each virtual link is a VLAN
(broadcast domain)

= Migration: reconfigure VLANS, not
addresses of virtual nodes!

= Transparent for users...

Migration :1//.\.
\ \\ IP3

= Open vSwitch supports VLAN bridging

= To VM looks like Ethernet (no VLAN)

= Wide-area: open VPN tunnel

Innovation Stefan Schmid
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Happens at various stages!

embed
Business roles: can map CloudNet
on CloudNet (not only bare metal)
embed
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How to Embed CloudNets Efficiently?

Computationally hard...
Our 2-stage approach:

Stage 1: Map quickly and heuristically
(dedicated resources)

Stage 2: Migrate long-lived CloudNets
to «better» locations (min max load, max
free resources, ...)

Typically: heavy-tailed durations, so old
CloudNets will stay longer!

Innovation Stefan Schmid



Input for Embedding Algo: CloudNet Spec.

Communicate CloudNets, substrate resources
and embeddings to business partners or customers:

CPU, location,
0S, ...

benefit,
\/ duration,
compatibility,

bw, latency,
duplex, ....

Networkinterface ResourceMapping
+identifier +value
+alias +resource_unit
+ni_type +confidence
+connectedInterface +confidenceInterval
+hostedNetworkInterfacesList +time_unit
+hostingNetworkInterfacelist +hostedResource
+hostingResource
* ¥ T+ 8.1
Resource <has < hFL
Tidentifier 1 hase
+ah‘la§b . NetworkElement *
+attribute
tvalue +identifier Feature
+value_type fihas_* +alias &Ihas; +attribute
+resource_unit +ne_type +value
+confidence +hostedNetworkElementList +priority
H H +confidence interval 1. .= [thostingNetworkElementlist +request_flag
Resource description language e *
+composing operation
+request_flag 4h3s < spnchronizes
+timestamp dhas 9..2 * Constraint
Consolelnterface| |ConstraintGroup| [Trromite
GraphLabel Taddress +value
+role_identifier +transport_protocol 1 +relation
+graph_type 9..1 +port SEET T
+graph_nr +userName has» |1. ¥
+tag +password
+net_identifier
<<enumeration=> composingOperation <<enumeration>> relation <<enumeration>> valueType
<<Constant>> - sum (+) <<Constant>> - equals <<Constant>> - minimum
<<Constant>> - copy (=) <<Constant>> - distinct <<Constant>> - maximum
<<Constant>> - minimum <<Constant>> - constant
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Exploiting Flexiblilities: Resource Description Language.

For example: Web service with two virtual nodes (connected for synchronization)

Given a CloudNet specification, how to realize/embed the network?

e —

“Position: - |Distinct | :Forbidden Resource mapping
‘USA (1)  positions;  :Position: o= o= == e
:Canada (2) | — E.ﬂ-.fghanisl:ané Res/Feat. association
1 R/ [ve GO
splitter : plitter? VHost2 Resaurce
VHostl etho -" ]
: : Feature
C ¥ 3 Yilink2 € 3 ) Lesierssaasisnesaasd
o\ i, I\ | Constraint |
. - ; 1 O , , Ve
|RAM | |HDD| .. |Lat | DoBW || UpBW | [Lal:]lDuBW\"UpE.Wl .. |Ram| [HDD]

Goal: Respect specifications, but do not impose any additional constraints!
(Maintain specification / virtualization flexibility.)
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The Solution.

Advantages:
Nodes: 1. Generic (backbone vs datacenter)
nap-podet Tpengsreulny) =1 Jue N and allows for migration

zet_new: alloce (u, v, rv) < capeg (vinew{u,v)  u E NEyw,vEeNEs, rv € Ry,rs € Rg

reamin allocry (uv) 2 new(u,vjrea(urv,9) ¥ € NEVN,rv € Rv,rs € Ks,s = miniman 2. Allows for different objective

g_max: allocy, (u,v) < new(u,vjreg(u,rv,s) Yu € NEyy,rv € Ry, rs € Rs, s = maximum
req_con: allocy, (u,v) = new(u, vjreg(u, ry,s)  Yu € NEyy,ry € Ry,rg € Hg, s = constant fu nCtlonS

Mapping: i .
relate_W: allocy, (u, v) = min_allocy,, - new(u, v) 3- Optlmal em beddlng: for baCkgound

llowed: it(u,v) = new(u, v ; .. . 5 o

:e_zsgacity: Eiéi;i Zj::gi ;:fliocf-s(u,i;;‘\,:) = cappg (V) Vv e AN;:TS_.J"E, € Rs 0pt|m|Zat|On Of heavy'talled (I .e. y |Ong'
capacity: Y UENES LuENEy Lorype Ry Mlocrg(u, vy ) = cap(rs) Wrg € H e
g e e e e e (st ry) < loadire) o < R lived) CloudNets, quick placement e.g.,
max_load: load(rg) < max_load : Wrg € Rg

by clustering
e Ry But: slow...

Resource-Variable Relation:
resource! 3. cg. prop(ry,rs)alloceg (u, v, v ) = alloew, (u,v)

flow_res: Z"SERS propiry, rs) flowes (fov, w, rv) = flows, (fiv,w) NEZ, vy € Ry, Wu € NEyvL
Links:
map_linki  ¥cnpgmew(w,v) 21 Yue NEyy _ —_ O —— freedomO0 X
map_flow: new(f,v) € new(u,v) Yf € Fliu),v € NEg,Vu € NEyL [7)) B
: : Nl vy . Lo AN freedom 0.25
map_src! new(f,v) = new(gs,v) Yf € Fllu),v Egs,q7 source of f; T o
map_sink: mew(f,v) = new(ds,v) Wf € Fl(u),v € NEg,d; sink of f g o + freedom 0.50
reg_min: e NEg (flowe, (f,v,w) — fiou,w \f,u. U) = new(qy, vireg(u, ryv, 8) — new(dy, vjoo O o A X freedom 0'7\5
Yf e Fl{u),v € NEg,ry € Rp; ¥ ,$ =minimum Qo freedom 1
f e Flu), Si Ty n = 4 W
req_max: 3 we NEs (flowp, (fov,w) — EotmL (f,w. 1-‘]) < new(qy, vireg(u, my, 8) + new(dy, vjoo s
f € Fl(u),v € NEs,ry € Ry ¥ Eyp,s =maximum = b
req_const: 3. gy (flowe, (f v, w) — flotr,‘\, (fiw,v))  =mnewigs, v)regiu, ry, s) — new(dys, v)req(u, rv, s) Lo ~
'7'fEPE\u,| v € NEg,rv € Ry;%u € NEyp,s = constant E o @
Link Allocation: - A G
exp_out: ZweNEs flowrg (f, v, w, ) < alloceg (u, v, mv) Wf € Fllu),ve NEs,rv € Ry, s € Rg,¥ c B A
exp_in: ¥ we N Eg floweg (f,w, v, mv) = allocrg (u, v, rv) Wf € Fl{u),v € NEs,rv € Ry,rs € Rg,¥ D::S A
direction:  flowrg(f,v,w,rv) =< new(u, vjcaprg (v, w) Yf e Flu), (v w) € 2 — O
relate_f: ¥ enm, flowry (f,v,w,1v) + flotong (f.w,v,0v) = new(f,v)  ¥f € Fl(u),%u € NEy,o ¢ S 0 0 0 |
Migration:
new: YwenE, Old{u,v) = mig(u) Yu e NEv 5 1 O 1 5 20 25

migrated: old{u,v) — new(u,v) < mig(u) Yue NEv,ve NEg # Embedded CloudNet

< 4
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Schaffrath et al.:
UCC 2012

The Solution.

General Mathematical Program (MIP)

Mapping:

relate_¥
allowed:

Resource-
reszource
flow_res

lelekom Innovation Laboratories Stefan Schmid
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Generallty Of the MIP ee CloudNet 2:
/
(&) ' =
Objective functions: o o 0 ‘e
- minimize maximum load (= load balance) b =

- maximize free resources (= compress as much
as possible), ...
- answer questions: «is it worthwhile to unbalance now to save energy?»

Migration support:
- costs for migration: per element, may depend on destination, etc.
- answer questions such as «what is cost/benefit if | migrate now?»

Embedding:
- embedding full-duplex on full-duplex links
- full-duplex on half-duplex links
- or even multiple endpoint links (e.g., wireless) supported!

Substrates:

K Q«L—’QO:O M% oo

B B B B B B
Innovation Stefan Schmid
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What is the Use of Flexibility?

How much link resources are @ @
needed to embed a CloudNet

with specificity s%?

] | 5 o
~©- NoMig Up to 60%, even a o
2|7 Mo /| « little bit more if no o
migrations are o
possible! @
w S n
2 2@
Ql =
- Skewed (Zipf) N
distributions worst —
o when not ol
- matching. ~ 00
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What is the Use of Flexibility?
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How much link resoui
needed to embed a C
with specificity s%?
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On the Use of Migration.

Res. | w/o | w/ Link | w/ Link&Node | Opt

I 3 3 4 4

2 5 5 9 9

3 7 8 13 13
4 1 I 17 17
5 17 22 24 24
6 2 2 27 27
7 31 32 32 32
8 37 37 37 37

Migration: Useful to increase the
number of embeddable CloudNets,
especially in under-provisioned
scenarios

| elekom Innovation Laboratories Stefan Schmid
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Performance of the MIP: Setup.

Substrate: Rocketfuel ISP topologies (with 25 nodes)

CloudNets: Out-sourcing scenario, CloudNets with up to ten nodes, subset of
nodes fixed (access points) and subset flexible (cloud resources)

Solver: CPLEX on 8-core Xeon (2.5GHz)

. flexible nodes
fixed access

network

| elekom Innovation Laboratories Stefan Schmid
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Performance of the MIP.
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- Runtime below 1 minute per CloudNet, slightly increasing under load

- Impact of CloudNet size relatively small
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Performance of the MIP.

o
,_\8 ] O —— with O O . () —— freedomO X
.‘3 /N ——  without % a /N —— freedom 0.25
c c 8 + —— freedom 0.50
3o | . SS 1 et
e MO@@A rhe ¢ X
= A = |
= oo 600% £ 3 :
=B A c =
=3 O AN o e o “ .
S~ |AAA S 1A Ja
0 ©c_ 10
sb | S | 21, ® O 0 |
5 10 15 20 25 5 10 15 20 25
# Embedded CloudNet # Embedded CloudNet

Enabling option to migrate can increase execution time significantly (log scale!)

Also number of flexible CloudNet components is important
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What a‘bOUt tlme? _ ICDCN 2012 (bs-t. paper)
Basis for online embeddings!

CloudNets:

.,.-°"Physical
" Infrastructure

---------------------------------------------------------------------------------------------------------

Il elekom Innovation Laboratories



Supported Traffic Models.
- Hose Model

Each node v has max ingress and
max egress bandwidth: each traffic
matrix fulfilling them must be
served.

- Customer Pipe —

Every pair (u,v) of nodes requires
a certain bandwidth.

, _ . More flexible, must support many
Detailed constraints, only this traffic matrices!

traffic matrix needs to be
fulfilled!

- Aggregate Ingress Model

- Simple and flexible! Good for
multicasts etc.: no overhead,

| ' duplicate packets for output links,
not input links already!

Sum of ingress
bandwidths must be
at most a parameter 1.

| elekom Innovation Laboratories Stefan Schmid



Supported Routing Models.

- Tree - Single Path
VNet is embedded as Steiner .
tree: Each pair of nodes

communicates
along a single path.

— Multi Path

A linear combination

specifies split of traffic
between two nodes.

| elekom Innovation Laboratories
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Conclusion.

Trend towards virtualization & elastic networking
cloud extends to network
CloudNets: connecting cloud resources with virtual networking

Embedding CloudNets a major challenge
Heterogenous environment: datacenter vs access network vs backbone,
VLANS vs OpenFlow vs MPLS, placement policies, ...

Our algorithm is very generic...

- ... but embeddings still relatively fast
- compare, e.g., to time to request an MPLS topology today?
Or to time of large Map Reduce jobs?

Future work: tempo, tempo, tempo ©
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Conclusion.

Trend towards virtualization & elastic networking
cloud extends to network
CloudNets: connecting cloud resources with virtual networking

Our algorithm Is very generic...

... but embeddings still relatively fast

compare, e.g., to time to request an MPLS topology today?
Or to time of large Map Reduce jobs?

Future work: tempo, tempo, tempo ©
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The Project Website.

Combining Clouds with Virtual Networking Q0 ®
N Sl AP
The CloudNet Project P e N\
Q @/ @/LL

Internet MNetwork Architectures (INET) Pt -
TU Berlin / Telekom Innovation Labs (T-Labs) gif o
Contact Stefan Schmid

[Wews

News
Crarl e
People & Watch on YouTube: migration demonstrator videol
M , * YWe are looking for students and interns with good algorithmic background to contribute to Virtul Contact us

agazines . )
for more details or have a look at some open topics.

Fublications
Demo . .

Project Overview
Talks/Fosters

CloudMets are virtual networks (WMets) connecting cloud resources. The network virtualization paradigm allows to
run multiple Cloudiets on top of a shared physical infrastructure. These CloudMets can have different properties
(provide different security or QoS guarantess, run different protocols, etc) and can be managed independenthy of
each other. Moreover, (parts of) a Cloudiet can be migrated dynamically to locations where the service 15 maost
useful or most cost efficient (e.g., in terms of energy conservation). Depending on the circumstances and the
technology, these migrations can be done live and without interrupting ongoing sessions. The flexibility of the
paradigm and the decoupling of the services from the underlying resource netwiorks has many advantages; for
example, it facilitates a more efficient use of the given resources, it promises faster innovations by avercoming
the ossification of today's Internet architecture, it simplifies the network management, and it can impove service
performance.

We are currently developing a prototype system for this paradigm {currently based on WVLARMS), which raises
many scientific challenges. For example, we address the problem of where to embed CloudiMet requests (e.q.,
see [1] for online Cloudiet embeddings and [2] for a general mathematical embedding program), or devise
algorithms to migrate Cloudhets to new locations {e.q., due to user mobility) taking into account the

Il elekom Innovation Laboratories Stefan Schmid
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Collaborators and Publications.

= People

= T-Labs / TU Berlin: Anja Feldmann, Carlo
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Matthias Rost, Gregor Schaffrath, Stefan
Schmid
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= Publications

= Prototype: VISA 2009, ERCIM News 2012,
ICCCN 2012

= Migration: VISA 2010, IPTComm 2011, Hot-
ICE 2011

« Embedding: 2 x UCC 2012, DISC 2012,
ICDCN 2012 (Best Paper Distributed
Computing Track)
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